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The number of transistors on a microchip doubles about every two years,

though the cost of computers is halved.
Gordon Moore (1965)

Moore’s Law can’t continue forever ... We have another 10 to 20 years before

we reach a fundamental limit.
Gordon Moore (2005)
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ABSTRACT

In today’s Internet, it is highly desirable to have fast and scalable software packet pro-
cessing solutions for network applications that run on commodity hardware. The advent of
cloud computing drives the continued rapid growth of Internet traffic. Moreover, the de-
velopment of emerging networking techniques, such as Network Function Virtualization,
significantly shapes the need for implementing the network functions in software. Finally,
with the advancement of modern platforms as well as software frameworks for packet pro-
cessing, network applications have potential to process 100+ Gbps network traffic on a
single commodity server. Representative frameworks include the Click modular router,
the RouteBricks scalable routing architecture, and BUFFALO, the software-based Ether-
net switch. Beneath this general-purpose routing and switching functionality lie a broad
set of network applications, many of which are handled with custom methods to provide
cost-effectiveness and flexibility. This thesis considers two long-standing networking ap-
plications, IP lookup and distributed denial-of-service (DDoS) mitigation, and proposes
efficient software-based methods drawing from this new perspective.

In this thesis, we first introduce several optimization techniques to accelerate network
applications by taking advantage of modern CPU features. Then, we explore the IP lookup

problem to find the longest matching prefix of an IP address in a set of prefixes. An ideal

vi



IP lookup algorithm should achieve small constant IP lookup time, and on-chip memory
usage. However, no prior IP lookup algorithm achieves both requirements at the same
time. We propose SAIL, a splitting approach to IP lookup, and a suite of algorithms for
IP lookup based on SAIL framework. We conducted extensive experiments to evaluate our
algorithms, and experimental results show that our SAIL algorithms are much faster than
well-known IP lookup algorithms. Next, we switch our focus to DDoS, an attempt to dis-
rupt the legitimate traffic of a victim by sending a flood of Internet traffic from different
sources. Our solution is Gatekeeper, the first open-source and deployable DDoS mitigation
system. We present a series of optimization techniques, including use of modern platforms,
group prefetching, coroutines, and hashing, to accelerate Gatekeeper. Experimental results
show that these optimization techniques significantly improve its performance over alter-

native baseline solutions.
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Chapter 1

Introduction

1.1 Motivation

With the advent of cloud computing, we have seen and continue to see the proliferation
of massive amounts of data, which can drive Internet traffic to grow rapidly. This brings
significant challenges to the design of switches, routers, and middleboxes (i.e., proprietary,
and dedicated hardware appliances), as they are expected to process network traffic at the
scale of multiple hundreds of gigabits per second (Gbps). Moreover, more and more ap-
plications demand ultra-low latency and high bandwidth, the link speed on commodity
servers has grown from 1Gbps to 100Gbps over the past years and this growing trend is
still continuing. The Terabit Ethernet (TbE) links are expected to be deployed in produc-
tion soon [Jain, 2016]. Thus, there is a strong need for fast and scalable packet processing
solutions for the switches, routers, middleboxes and commodity servers.

On the other hand, several emerging techniques heavily shape the need for software
packet processing solutions that only run on general-purpose computers. For example,
software-defined networking (SDN) [McKeown et al., 2008]] is a new network design that
separates the network control plane from the forwarding plane, and it provides flexibility
and controllability to both network and data center operators. Complementary to SDN,
network function virtualization (NFV) [[Guerzoni et al., 2012] shifts the middlebox pro-
cessing (e.g., Intrusion Detection Systems, network address translation, load balancers and
message routers, etc.) from proprietary hardware appliances owned by the network oper-

ators to software that can run on inexpensive and commodity hardware. Thus it reduces



cost and enables fast and elastic resource provisioning. In the era of cloud computing,
virtualization is the key enabler for these emerging techniques: it supports multi-tenancy
and combined with the usage of virtual switches (e.g., Open vSwitch [Pfatf et al., 2013]),
it allows enforcement of complex routing policies, (e.g., packets belonging to different
flows are processed by different network functions) from the SDN controller over the
packets. Many cloud providers use these technologies to power their cloud platforms:
NVP [Koponen et al., 2014] is an SDN-based network virtualization platform that has
been deployed in many production environments. The Google Cloud Platform uses An-
dromeda [Dalton et al., 2018|], Microsoft Azure uses VFP [Firestone, 2017, and VMware
uses VDS [VMware, 2012]] for network virtualization. Therefore, it is highly desirable to

have high-performance packet processing in software.

1.2 Network Applications and Challenges

As mentioned in the above section, driven by the development of NFV, the network opera-
tors and cloud providers are replacing hardware appliances with virtualized network func-
tions to allow networks to be agile and capable of responding to the needs of new services
and traffic. Especially, several frameworks have been proposed to deal with the challenges
on the design of switches, and routers. Representative frameworks include the Click mod-
ular router [Kohler et al., 2000], the RouteBricks scalable routing architecture [Dobrescu
et al., 2009], the GPU-accelerated software router - PacketShader [[Han et al., 2010], as
well as BUFFALO |[Yu et al., 2009]] and CuckooSwitch [Zhou et al., 2013|], the software-
based Ethernet switches. Beneath this general-purpose routing and switching functionality
lie a broad set of network applications, many of which are handled with custom methods to
provide cost-effectiveness and flexibility. Besides, there is wide body of work [Sekar et al.,
2012Yang et al., 2014, Martins et al., 2014, Sherry et al., 2015, Yang et al., 2016,/Yang et al.,

2018a,Liu et al., 2019¢|] on improving the performance of network applications, such as



load balancer, network measurement, IP lookup, virtual switches, etc. It is increasingly
important to achieve high performance for these fundamental networking functionalities.
Among these applications, the problem of fast IP lookup has long been a core network-
ing issue and the bottleneck of software routers. It has broad applications, as it runs on
every router and is the building block for many network applications as well, such as fire-
walls, and network address translation. Another long-standing problem is the DDoS attack,
an attempt to disrupt the legitimate traffic of a victim by sending a flood of Internet traffic
from different sources. DDoS mitigation solutions are needed to protect the victims from
these attacks. Gatekeeper [Machado et al., 2020] is the first open-source and deployable
DDoS mitigation system that we have been building for the past five years. Gatekeeper
aims to achieve 10 Gbps throughput on a single commodity server for the first deployment,
and its ultimate goal is to achieve 100+ Gbps throughput. These two applications (i.e.,
IP lookup, and DDoS mitigation) that need high-performance software packet processing
are the main focus of this thesis, which are heavily optimized by taking advantage of the

advancement in modern platforms and network I/O as discussed in the following section.

1.3 Modern Platforms and Network 1/0

The server landscape has changed a lot over the past few years: modern servers are typi-
cally equipped with advanced hardware resources (e.g., multi-core CPUs, NUMA support,
SmartNICs, faster DRAM and PCle, etc.) to achieve high performance. The advancement
of these technologies makes it feasible to achieve high-performance software packet pro-
cessing on commodity servers. In the following, we highlight three technologies that are
quite relevant to this thesis:

First, the performance of CPUs has increased significantly over the past decade, thanks
to the major improvement in better parallelism (e.g., a larger number of cores), larger cache

sizes, larger memory bandwidth, etc. Typically, modern CPUs have advanced technologies



(e.g., Intel QuickData DMA Engines [Intel, 2005], Intel Data Direct I/O Technology [Intel,
2012], Accelerated Processing Units [Go et al., 2017]) to optimize the bottleneck I/O of
the applications, which can significantly improve their performance.

Second, modern network interface cards (NICs) [Li et al., 2015| [Intel, 2019b]] have
driven rapid improvement in bandwidth and latency, and they offer several advanced fea-
tures (e.g., multi-queue, receiver-side scaling, and flow-steering) that allow to fully utilize
the potentials of the modern multi-’/manycore CPUs. More specifically, the multi-queue
support allows different CPU cores to access the NIC without contending with each other.
With receiver-side scaling (RSS) support, the NIC can distribute a subset of incoming pack-
ets to different CPU cores with an in-order delivery guarantee based on flow hash values.
With flow steering, NICs can steer ingress traffic to dedicated receive queues according
to the flow classification rules installed by the network applications. Moreover, with the
end of Moore’s law, the only path left to improve energy-performance-cost is specializa-
tion [Hennessy and Patterson, 2017]. SmartNICs are recently proposed to deal with the
ever-growing network link speed at a lower cost. There is a wide body of ongoing research
efforts [Li et al., 2017, [Firestone et al., 2018, |Liu et al., 2019a,L1u et al., 2019b,/Choi et al.,
2019, /Gai, 2020] from both industry and academia. Typically, a SmartNIC integrates dif-
ferent hardware resources on a board (e.g., CPU cores, DRAM, DMA engines, network
accelerators for fixed functions, ASIC-based data plane, RDMA, etc.). With the advance-
ment of the on-board hardware, SmartNICs will have more powerful CPUs, large caches
(e.g., around 30 MB LLC), large DRAM (more than 8 GB), etc. With enough hardware
resources, not only the whole network stack can be offloaded to the NICs, but also part or
even all of the application logic can be offloaded, as some data structures and algorithms
can be efficiently implemented on these NICs. Overall, SmartNICs are promising solutions
to the ever-growing high-speed networks.

Third, as the OS network stack cannot keep pace with the ever-growing fast network



links, several software packet processing frameworks (e.g., PacketShader I/O [Han et al.,
2010], netmap [Rizzo, 2012]], Intel DPDK [DPDK Project, 2010], Fastclick [Barbette et al.,
2015]], PF_RING [ntop, 2019]) have been proposed to avoid the heavy overheads of the OS
network stacks and provide line-rate network 1/O for very high-speed network links.
Therefore, by taking advantage of the modern platforms, network applications imple-
mented on these frameworks even have the potential to deal with 100+ Gbps network
traffic (148.8+ million packets per-second for minimum-size 64 bytes packets) on a single

commodity server.

1.4 Summary of Contributions

In this thesis, we systematically summarize the acceleration techniques by taking advantage
of the modern CPU features (e.g., cache hierarchy, out-of-order execution, optimized net-
work I/0) to improve the performance of software packet processing applications. Specif-
ically, we summarize several optimization techniques, including compact data structure
design for better cache hits, batching as well as memory prefetching. To the best of our
knowledge, we are the first to introduce coroutines to the context of packet processing in
network systems.

Then, we explore one of the fundamental networking functionalities that have broad
applications: IP lookup. An ideal IP lookup algorithm should achieve small constant IP
lookup time, and on-chip memory usage. However, no prior IP lookup algorithm achieves
both requirements at the same time. We make three key contributions in this thesis. First,
we propose SAIL, a splitting approach to IP lookup mainly for IPv4. One splitting is along
the dimension of the lookup process, namely finding the prefix length and finding the next
hop, and another splitting is along the dimension of prefix length, namely IP lookup on
prefixes of length less than or equal to 24 and that longer than 24. Second, we propose a

suite of algorithms for IP lookup based on our SAIL framework. Third, we extend our SAIL



approach to IPv6. Since the IPv6 address is much longer than IPv4 address, SAIL would
require much larger on-chip memory usage for IPv6 than that for IPv4 in the worst case. We
proposed a hybrid scheme to address this issue. To improve the performance of synthetic
large IPv6 FIBs in the worst case, we propose a novel technique called pivot inheriting. We
conducted extensive experiments to evaluate our algorithms using real FIBs and real traffic
from a major ISP in China. Experimental results show that our SAIL algorithms are much
faster than well-known IP lookup algorithms.

Finally, we switch our focus to improving the performance of Gatekeeper, the first
open-source and deployable DDoS mitigation system that we have been building for the
past five years. Gatekeeper is implemented based on Intel’s DPDK, a set of libraries for
high-speed packet I/O. We present a series of optimization techniques, including batching,
group prefetching and coroutines, to improve Gatekeeper’s performance. Compared with
the vanilla implementation of Gatekeeper, we improve on its performance by a factor of
more than 90x. These optimizations make Gatekeeper ready for the first deployment with
a single 10Gbps Gatekeeper server. As the ultimate goal of Gatekeeper is to achieve 100+
Gbps throughput on a single commodity server, and the flow hash table is on the critical
path, this thesis further conducted experiments on various hash table algorithms to eval-
uate their performance. The results show that hopscotch hashing and separate chaining
outperform the others, which can guide the redesign of the flow hash table in Gatekeeper.

The contributions of this dissertation also include the following:

Our SAIL algorithms are cross platform as the data structures are all arrays and only
require four operations of ADD, SUBTRACTION, SHIFT, and logical AND. SAIL al-
gorithms can be implemented on at least four platforms (namely FPGA, CPU, GPU, and
many-core). Moreover, we implemented an open-source environment [Yang, 2014]] for
comparing the five well-known IP lookup algorithms (namely LC-trie, Tree Bitmap, Lulea,

DXR, and SAIL_L).



An open-source, fully functional implementation of Gatekeeper [Machado et al., 2020]]
is available online for download. This work is in collaboration with Michel Machado and
Cody Doucette. The implementation complies with industry practices and standards, and it
is ready for production deployment. To the network community, Gatekeeper is a template
to make other architectural solutions deployable by a single AS. Moreover, we explored
a feasible roadmap to accelerate Gatekeeper to achieve 100+ Gbps throughput on a single
commodity server, including acceleration using SmartNICs.

Over the past few years, we have made consistent efforts to improve the performance
of software packet processing in network applications. To achieve the highest potential
performance for software packet processing, we have to optimize the network applications
in a holistic way. We will discuss the principles and lessons learned that generally guided

the performance improvement of software packet processing during our work in

1.5 Thesis Outline

We structured the chapters as follows: Chapter I/ motivates the need for high-performance
software packet processing and introduces the problems that this thesis focuses on. Chapter
[2] gives some background on high-performance software packet processing as well as the
two applications that this thesis tries to accelerate. Moreover, it explores the state-of-the-
art optimization techniques to accelerate software packet processing by taking advantage
of modern CPU features. Finally, it discusses the future of NICs. Chapter [3] presents our
splitting approach to IP lookup - SAIL, and compares it with the state-of-the-art algorithms.
Chapter []introduces Gatekeeper, the first open-source and deployable DoS mitigation sys-
tem. Moreover, it shows the optimization techniques used to improve the performance
of Gatekeeper, so that Gatekeeper can meet the challenging requirements in production.

Chapter 5| concludes our work.



Chapter 2

Background

This chapter first gives some background on the two problems that this thesis focuses on
- (1) IP lookup problem; (2) Denial-of-Service (DoS) attack problem. Next, we briefly
introduce Intel DPDK, which is a fast packet processing framework for userspace network
I/0. Because we heavily rely on DPDK to build our open-source and deployable DDoS
mitigation system as discussed in Chapter ] Then, we switch our focus to software packet
processing acceleration techniques, which are motivated by the fact that the performance
gap between CPU and memory is increasing as we will discuss in To address this
performance issue, we take a close look at the CPU cache hierarchy as well as several hard-
ware features available in modern CPUs, and introduce several data prefetching techniques
to reduce memory stalls significantly, including hardware prefetching, group prefetching
and coroutines-based prefetching. To the best of our knowledge, we are the first to bring
coroutines-based prefetching to the context of software packet processing in network sys-
tems. Finally, we discuss the future of NICs to deal with the ever-growing network data.
Specifically, with the end of Moore’s law, CPUs cannot keep up with the ever-growing net-
work data for network applications. We may have to offload some of the tasks that the host
CPU would normally handle to specialized hardware. Therefore, we give an overview of
common hardware choices, discuss their advantages and disadvantages, and then introduce

recent research efforts on SmartNICs.



2.1 IP Lookup: Problem Definition

The Internet Protocol (IP) is one of the most important protocols in the Internet, and it
provides logical communication between hosts. IP protocol is widely used: each inter-
face on every host and router in the Internet must have a globally unique IP address to
communicate with each other. Basically, IP establishes the Internet. There are two ma-
jor verions of IP, Internet Protocol Version 4 (IPv4) and its successor - Internet Protocol
Version 6 (IPv6). Each IPv4 address has 32 bits (i.e., 4 bytes), and there are a total of
232 (about 4 billion) possible IPv4 addresses. IPv4 addresses are typically written in a
format called dotted-decimal notation, in which each byte of the address is written in its
decimal form and is separated by a period (.) from other bytes in the address. Let us
take the IPv4 address 41.76.232.0 for example. The 41 is the decimal equivalent of
the first 8 bits of the IPv4 address, the 76 is the decimal equivalent of the second 8 bits
of the IPv4 address, and so on. Thus, the address 41.76.232.0 in binary notation is
00101001 01001100 11101000 00000000. Each IPv6 address has eight groups of four
hexadecimal digits, and each group has 16 bits. The groups are separated by colons (:).
Let us take the IPv6 address 2001:0ce5:66bc:7edf:0000:1230:0427:2020 for exam-
ple. The 2001 is the hexadecimal equivalent of the first 16 bits of the IPv6 address, the
0ceb5 is the hexadecimal equivalent of the second 16 bits of the IPv6 address, and so on.
Thus, the address 2001:0ce5:66bc:7edf:0000:1230:0427:2020 in binary notation
is 0010000000000001 0000110011100101 0110011010111100 0111111011011111
0000000000000000 0001001000110000 0000010000100111 0010000000100000. To
compactly represent an IP prefix, the Classless Inter-domain Routing (CIDR) nota-
tion [Fuller et al., 1993] is typically used. A CIDR notation consists of three parts: an
IP address, a slash (/) character, and an integer. The integer represents the prefix length
(i.e., the number of leading 1 bits in the subnet mask).

When an incoming packet arrives at a router on an [P-addressed internetwork, the router
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uses the packet’s destination IP address to look up the output link interface in its forwarding
table, which maps destination addresses to link interfaces. After identifying the output link
interface, the router forwards the packet to that output link interface. Note that, there are
possibly multiple matches in the router’s forwarding table for a given IP address, the well-
known longest prefix matching (LPM) rule is used to find the longest prefix in the table and

forward the packet to the link interface associated with the longest prefix match.

FIB Unibit Trie
prefix next-hop e P1
*/0 S
| O @
00%/2 1
01%/2 3
~® O
010*/3 4

(4)Ps

Figure 2-1: IP lookup example with unibit trie.

We now describe how IP lookup works using one fundamental data structure and algo-
rithm for the longest prefix matching - unibit trie. Most of the well-known algorithms are
variants of the unibit trie. Given a FIB table, we first construct a unibit trie. An example
trie is in Figure 2-1, CIDR notation is used to represent the prefix. Based on whether a
node represents a prefix in the FIB, there are two types of nodes: solid nodes and empty
nodes. A node is solid if and only if the prefix represented by the node is in the FIB. That

is, a node is solid if and only if it has a next hop. A node is an empty node if and only if it
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has no next hop. Each solid node has a label denoting the next hop of the prefix represented
by the node. Give an IP address, the IP lookup process starts at the root node of the trie.
Based on the value of each bit of the IP address, the lookup procedure decides to visit either
the left (when value is 0) or the right node (when value is 1). The latest solid node found
along the path is maintained as the best matched prefix node while the trie is traversed. Let
us take the IP address 0101 for example. The IP lookup starts at the root node (i.e., node
P1), traverses the path indicated by the IP address, and remembers the best matched prefix
node so far. The first bit of 0101 is 0, so it goes to the left node of node P1 and gets to the
node 0*, which is an empty node. The second bit of 0101 is 1, so it goes to the right node
and gets to the node 01* (i.e., node P4), which is a solid node. The algorithm remembers
node P4 as the best matched prefix node so far. The third bit of the IP address is 0, and
it goes to the left node (i.e., node P5), which is a leaf node. It is a solid node, so the best
matched prefix node becomes node P5. Finally, its associated next hop information (i.e., 4)

is returned and the IP lookup terminates.

2.2 DoS Attack Problem

In a DoS attack, an adversary attempts to disrupt the legitimate traffic of a targeted server,
service, or network by overwhelming the target or its surrounding infrastructure with a
flood of Internet traffic. Typically, there are a few (or even a single) attackers sending attack
traffic, for example in IP spoofing [CERT Coordination Center, 1996]. With the evolution
of DoS attacks, the distributed DoS (DDoS) attacks became the norm. Specifically, today’s
attacker typically has remote control of thousands of online hosts (e.g., computers, [oT
devices) infected with malware, which is called a botnet. When the attacker wants to attack
a victim, for example, specified by an IP address, the attacker sends attack command to
each bot in the botnet, and the bots will send requests to the target, overwhelming the host,

potentially resulting in a denial-of-service to legitimate users.



12

DoS attacks are growing exponentially in terms of both capacity and frequency over
the past 15 years. With a recent attack exceeding 1.7Tbps in size [NETSCOUT, 2019],
DoS attacks could have a devastating impact on the victims. Moreover, it is prohibitively
expensive to mitigate large DoS attacks while waging an attack is cheap and simple, making
DoS attacks the top concern to many Internet actors. By the numbers, more than 23% of
the entities surveyed by Arbor Networks indicated the cost of a major DoS attack at above
$100K, and 5% cited the cost at over $1M [Anstee et al., 2017, Figure 32]. In contrast,
attackers can easily launch a 125Gbps DoS attack for only several dollars [Makrushin,
2017]]. As suggested, the average cost of DoS attacks from 2018 to 2023 will only fall
since the attack surface and resources leveraged by attackers are growing fast: the average
broadband speed is more than doubling, and the number of networked devices is increasing

by around 60% [Cisco, 2020].

2.3 Intel DPDK

The Linux network stack is too slow to keep up with very high-speed network traffic (i.e.,
100+ Gbps/node) [L1 et al., 2015]]. Several software frameworks have been proposed to
allow the network applications to avoid the heavy overheads of the OS network stacks and
provide line-rate network I/O for very high-speed links, even with minimum-sized pack-
ets. Three representative frameworks are discussed as follows: (1) PacketShader frame-
work [Han et al., 2010]] can accelerate the general packet processing with Graphics Process-
ing Unit (GPU). On one hand, they proposed several techniques to optimize PacketShader’s
packet I/O engine, including batch processing, use of per-queue counters instead of per-
NIC counters to eliminate CPU contention, use of NUMA-aware data placement and 1/O
to minimize packet movement between local and remote memory. On the other hand, Pack-
etShader uses GPUs to offload computation and memory-intensive workloads, taking ad-

vantage of the massively-parallel processing capability of GPU. (2) Netmap [Rizzo, 2012]
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is a framework that enables commodity operating systems to handle 1—10Gbps links with-
out requiring custom hardware or changes to applications. Three key techniques are used
to achieve this goal: (a) removing the need for per-packet dynamic memory allocations by
preallocating resources; (b) reducing the system call overheads by using large batches; (c)
eliminating memory copies by carefully sharing buffers and metadata between kernel and
userspace. (3) PFRING ZC (Zero Copy) framework [ntop, 2019]] achieves 10Gbps packet
processing at any packet size by using zero copy operations similar to netmap. However,
PFRING ZC supports huge pages and per-NUMA node buffer regions, but users will need
to pay for the licenses. Among these software frameworks, the Intel Data Plane Develop-
ment Kit (DPDK) community involves industry efforts to enable fast packet processing.
Specifically, DPDK is a set of libraries to accelerate packet processing workloads running

on a wide variety of CPU architectures.

2.3.1 DPDK Architecture

APP1 APP2
Application
i
| 1
1 Classification QoS Packet !
| Framework 1
1
|
: DPDK libraries :
| |
|
! Core PMDs Accelerators \
1 Components
. - I !
Userspace
Kernel
KNI IGB_UIO
10GbE 10GbE 10GbE 10GbE
Hardware

Figure 2-2: DPDK architecture.
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Figure [2-2] presents DPDK architecture. DPDK has several kernel modules that allow
DPDK applications to interact with the kernel. For example, the DPDK Kernel NIC Inter-
face (KNI) allows DPDK applications access to the Linux control plane; IGB UIO allows
DPDK applications to deal with PCI enumeration and handle links status interrupts, instead
of being handled by the kernel. Moreover, DPDK provides a set of libraries to accelerate
packet processing workloads, such as Poll Mode Drivers (PMDs), Classification library,
QoS library, etc. Specifically, DPDK allows applications built on top of it to bypass the
kernel by placing device drivers in user-space, and is optimized to receive and send packets
within the minimum number of CPU cycles. As DPDK states: “some packet processing
functions have been benchmarked up to hundreds of million frames per second, using 64-
byte packets with a PCle NIC” [DPDK Project, 2010]. All user-space drivers operate in
polling mode, eliminating interrupt overhead. All PMDs in DPDK support two packet pro-
cessing models: (1) run-to-completion model allows applications to handle both the packet
I/O and application workload on a single core. The packet I/O can be scaled over multiple
cores; (2) pipeline model allows 1/0 applications to disperse packets to other cores and
other cores will perform the application work. In this mode, the I/O application can handle
more I/O on fewer cores with vectorization. The core components in DPDK provide all the
elements needed for high-performance packet processing applications, like memory man-
agement. Recently, DPDK provides a set of libraries for accelerators (e.g., ARM, FPGA,
etc.), which allow the developers to adopt the SmartNIC-based solutions in the near future.
Among these libraries, DPDK applications heavily rely on the following features to achieve

high performance: memory management and burst packet I/O.

2.3.2 Memory Management

DPDK provides NUMA (Non-Uniform Memory Access)-aware memory allocation as well
as hugepages support [DPDK Project, 2010]], which are critical for DPDK applications to

achieve high performance.
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NUMA
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Figure 2-3: A system with two NUMA nodes and twenty CPU cores.

Today, NUMA becomes common due to two main reasons: (1) the processors’ perfor-
mance are increasing, and the memory should be directly attached to the socket that the
processors are on to minimize the memory access latency [Lameter, 2013]]; (2) In a mul-
tiprocessor architecture, the bandwidth demands become larger with a larger number of
processors. The memory system in such architectures is typically distributed among the
processors, otherwise, it will incur excessively long access latency [Hennessy and Patter-
son, 2017]. Figure [2-3] shows an example NUMA system with two NUMA nodes. Each
node belongs to each socket, with ten CPU cores each. The two CPUs are connected with
each other via interconnection links. The Intel Quickpath Interconnect (QPI) links [Intel,
2009] are used by Intel Xeon family CPUs.

In NUMA systems with multiple CPUs, memory access time depends on the physi-

cal memory location relative to the processor. Processors can directly access their local



16

memory with low latency. However, remote memory access requires an extra hop via the
hosting CPU node, thus remote memory accesses typically take much longer time than lo-
cal memory accesses. In [Han et al., 2010], experimental results show that remote memory
access in a NUMA system increased the access time by 40-50% and lowered the band-
width by 20-30% compared to local memory access. Therefore, remote memory accesses
in a NUMA system can lead to significant performance degradation, and they should be

avoided as much as possible.

HugePages

In modern CPUs, memory is managed by using pages, which are contiguous blocks of
memory. Applications use page tables to translate virtual addresses used by the software
applications to physical addresses used by the hardware. The page tables map virtual
to physical addresses, on a page level of granularity. On Intel CPUs, the standard sys-
tem page size is 4 KB. Caches use the services of the Instruction Translation Lookaside
Buffer (ITLB), Data Translation Lookaside Buffer (DTLB) and Shared Translation Looka-
side Buffer (STLB) to translate linear addresses to physical addresses. However, the TLBs
are pretty small in size, so that the amount of memory covered by the TLBs for the standard
page sizes is very small (only a few megabytes). Therefore, applications with large memory
requirements can suffer from a high rate of TLB misses. To address this performance issue,
modern CPUs have HugePage support. Currently, Intel CPUs have two available HugePage
sizes: 2 MB and 1 GB [Intel, 2019a]. Therefore, a single page can cover an entire 2 MB
or 1 GB physically and virtually contiguous memory area, and the TLBs can cover up to
several gigabytes of memory. Hugepage support is required for the large memory pool
allocation in DPDK [DPDK Project, 2010].

In summary, DPDK’s memory management is very important to achieve high perfor-
mance for network applications due to the following three main reasons: (1) NUMA-aware

memory allocation ensures that CPU cores only access local memory, so that the memory
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access latency can be minimized; (2) hugepages can significantly reduce TLB misses as it
allows to use less number of TLB entries for the same amount of memory; (3) as modern
memory controllers have several memory channels that can load or store data in parallel,
DPDK minimizes the risk of one memory channel being the bottleneck by spreading the

addresses of objects among memory channels.

2.3.3 Burst Packet I/0

DPDK allows network applications to receive and send packets in batches, thus it reduces
the per-packet cost of accessing and updating the queue. Generally speaking, there is a
trade-off between throughput and latency: when improving the throughput, one also ex-
pects to have a larger average end-to-end latency. However, the burst packet I/O only adds

trivial delay because the burst size is small compared to the packet processing rate.

2.4 Acceleration with Modern CPUs

This section focuses on software packet processing acceleration techniques, which are mo-
tivated by the fact that the performance gap between CPU and memory is increasing. To
address this performance issue, we have to hide memory access latency. We take a close
look at the CPU cache hierarchy as well as several hardware features available in modern
CPUgs, including memory prefetching, out-of-order execution, etc.

Figure [2-4] shows the single processor performance projections against the historical
performance improvement in time to access main memory [Hennessy and Patterson, 2017]].
Starting with 1980 performance as a baseline, the gap in performance, measured as the
difference in the time between processor memory requests (for a single processor or core)
and the DRAM access latency, is plotted over time. As can be seen, the performance gap
between CPU and memory remains very large. Although the single-core bandwidth has

grown more slowly in recent years, the gap between CPU memory demand and DRAM
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bandwidth continues to grow as the numbers of cores grow in modern CPUs. The key
problem is how to reduce memory-access stalls in programming. To accelerate network
applications, we heavily rely on the advancement of modern CPUs, so let us first take a

look at some features available in modern CPUs.
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Figure 2-4: Starting with 1980 performance as a baseline, the gap in perfor-
mance, measured as the difference in the time between processor memory
requests (for a single processor or core) and the latency of a DRAM access,
is plotted over time. [Hennessy and Patterson, 2017

2.4.1 CPU Cache Hierarchy

CPUs have a hierarchical memory system, and faster memory has smaller size as they are
more expensive. Typically, CPUs have three levels of cache: (1) a first-level instruction
cache, and a first-level data cache (L1D); (2) a second level (L2) cache, in each CPU core;
(3) a shared last level cache (LLC) among all cores in a physical processor package. Note
that, the L1D cache may be shared by two logical processors if the processor support Intel
HyperThreading Technology [Intel, 2019a], which allows a single CPU core to run a small
number of hardware threads (typically two). This enables fast context switches to another
hardware thread when one thread is stalled on memory [Kalia et al., 2015]]. The L2 cache

is shared by instructions and data.
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Whenever the CPU issues a memory load, it first checks whether the data is in the L1D
cache or not. If the data is in the L1D cache, then it accesses the data directly. Otherwise, a
memory-access stall occurs. In this case, the Line Fill Buffers (LFBs) are checked to see if
there is a memory request for the same cache line. If not, a new memory request is created,
an empty LFB is allocated to track the status of the request, and the request itself gets
forwarded to the L2 cache. The LFB can manage up to 10 requests of missing cache lines
simultaneously, so the L1D can handle up to 10 outstanding cache misses and continue to
service incoming stores and loads [Intel, 2019a]. If the requested address is not in the 1.2
cache, the request is then forwarded to the LLC. Finally, if the address is not in the LLC,

the request goes to the memory controller and subsequently to the main memory.

Table 2.1: Intel CPU cache access latency (cycles) in different microarchi-

tectures.
Broadwell | Skylake Server | Skylake | Haswell | Sandy Bridge
L1 Cache 4—-6 4—-6 4 4 4
L2 Cache 12 14 12 11 12
LLC 50—-60 50-70 44 34 26 —31

After knowing how the CPU cache hierarchy works, let us take a look at the access
latency as well as the size of the memory components. We take Intel CPUs for example.
Table [2.1] shows the cache access latency of the Intel CPUs with different microarchitec-
tures [Intel, 2019al]. The latency of the main memory access is 182 cycles [Psaropoulos
et al., 2019]. As we can see, the processors’ L1 access time is around 40x faster than
the main memory, while L2 and L3 access latency is around 15x and 5x faster than the
main memory access time, respectively. Typically, the access time of L1, L2, L3, and main
memory has similar trends across the latest CPU architectures [Alipourfard et al., 2018]].
For cache sizes, the L1 cache has 32KB (up to 64KB) capacity, L2 cache has 256KB (up
to 1MB) capacity, and L3 cache has up to 2.5MB/core capacity [Intel, 2019a].

In summary, CPUs have much higher performance than memory accesses, and CPU
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may get stalled while waiting for loading data structures related to the current processing
packet in network applications. To address this performance bottleneck, we can take advan-
tage of three important features in CPUs as discussed in the following sections: hardware

context switching, memory prefetching and out-of-order execution.

2.4.2 Hardware context switching

Historically, several hardware-based solutions have been proposed to hide latency. Two
representative solutions are the Tera MTA-2 system [Alverson et al., 1990] and simultane-
ous multi-threading (SMT) [Tullsen et al., 1995,[Tullsen et al., 1996].

The custom Tera MTA-2 system uses interleaved multi-threading to hide latencies with-
out caches. The key insight is that it switches between threads to hide latency, and uses a
deeply pipelined memory system to handle many simultaneous requests [Snavely et al.,
1998]]. However, it has relatively low single-threaded performance, which was not cost-
effective. Later, a new model, named Cray XMT [Feo et al., 2005]], was designed to reduce
its cost, however, it still only has narrow range of applicability.

SMT uses thread-level parallelism to hide long-latency events in a processor, which has
broad applications. The key insight behind SMT is that register renaming and dynamic
scheduling allow multiple instructions from independent threads to be executed without
regard to the dependences among them. Many processors support SMT. However, in prac-
tice, the existing implementations of SMT offer only two to four contexts with fetching
and issue from only one, and up to four issues per clock. For instance, Intel 17 920, Intel
Xeon E7 and Fujitsu SPARC64 X+ support SMT with two threads per core. As a matter
of fact, the low limit on number of hardware threads per core is too small for many appli-
cations. In [Jonathan et al., 2018|], we see that some data structures need around 200 tasks
per thread to achieve the best performance. Moreover, as stated in [Hennessy and Patter-
son, 2017]]: “the dominant portion of the increase in transistor count goes to increasing the

caches and the number of cores per die.” The number of hardware threads per core will



21

remain small. Therefore, the gain from SMT is likely to remain modest for now and in
the near future. Another challenge is performance degradation. The characterization of a
key-value store (KVS) system in [Li et al., 2015]] shows that Intel Hyper-threading tech-
nology with 2-way SMT causes a 24% throughput degradation with the full system setup.
Additionally, we see performance degradation in the SPECFP benchmarks when they run
in SMT mode [Hennessy and Patterson, 2017, Section 5.7].

Some other hardware-based multi-threading solutions, such as Cyclops [Almasi et al.,
2003]] and GPUs [Fatahalian and Houston, 2008]], have similar issues in practice. There-
fore, CPUs with only available hardware context switching cannot hide all the memory
access latency to achieve the highest possible throughput. In the following sections, we

will discuss other important CPU features for further throughput improvement.

2.4.3 Memory Prefetching

When applications need to access large data structures kept in DRAM, modern CPUs have
special hardware to prefetch memory locations, which allows the applications to fetch data
ahead of demand to the L1D cache and hide memory latency by removing loads from the
critical path. Developers can use hardware prefetching, software prefetching, or combi-
nation of the two. Software-managed prefetching allows the developers to explicitly tell
the CPU to prefetch a memory location into a given level of cache. Table [2.2] shows the
implementation details of prefetch hint instructions on popular Intel processors. “N” rep-
resents the prefetched data will not be inserted into that level of cache, while “Y” means
the prefetched data will be inserted into that level of cache.

Memory prefetching can be enhanced by processing the packets in batch. The general
idea is to process packets in a burst, thus reducing the per-packet packet processing cost. As
modern CPUs can have multiple memory loads in flight at the same time, batched packet
processing allows one to issue multiple memory accesses over the batch of the packets at

the same time instead of only issuing memory accesses for a single packet. Thus, batching
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Table 2.2: Implementation details of prefetch hint instructions.

Instruction | L1 | L2 | L3 Remarks

PrefetchTO | Y | Y | Y Temporal data with respect to all level caches

PrefetchT1 | N | Y | Y Temporal data with respect to the L2 and L3 caches

PrefetchT2 | N | Y | Y Temporal data with respect to the L2 and L3 caches
PrefetchNTA | Y | N | Y | Non-temporal data with respect to the L1 and L3 caches

further reduces the per-packet memory access latency.

2.4.4 Other Features in CPUs

Besides the hugepages support in modern CPUs (see discussion in §2.3.2), two advanced
modern CPU features discussed below are very important for applications to achieve high
performance.

Out-of-order Execution: the out-of-order (OOQO) engine in modern CPUs can detect
dependency chains of the micro-ops and send them to execution out-of-order, while main-
taining the correct data flow [Intel, 2019a]. When a dependency chain is waiting for a
resource, such as a second-level data cache line, it sends micro-ops from another chain to
the execution core. After a CPU issues a memory access, out-of-order execution allows
the CPU to continue executing independent instructions while awaiting the completion of
a cache miss, thus hiding all or part of the cache miss penalty. However, as each core can
only maintain up to ten outstanding cache misses [Kalia et al., 2015]], the OOO execution
cannot efficiently go much wider than several instructions. Nonetheless, OOO execution
increases the overall rate of instructions executed per cycle (IPC).

Intel Data Direct I/O (DDIO) Technology: Intel DDIO [Intel, 2012] is a feature in-
troduced with the Intel Xeon ES and E7 processor family. With the improvement of the
CPU cache hierarchy, the LLC is now more than 20 MB, which is no longer a scarce re-
source. DDIO makes the processor cache the primary destination and source of I/O data,

and it helps the NICs to deliver increased bandwidth, lower latency, and reduced power
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consumption by injecting packets directly into the processor’s LLC. Then, the CPU can

directly access the packet data without going to main memory.

2.5 Related Work on Memory Prefetching

In this section, we introduce several memory prefetching techniques, which are key ap-
proaches to hide memory latency by overlapping processor computations with memory
accesses. In high level, there are two types of memory prefetching techniques: hardware
prefetching and software prefetching, and both techniques have been studied in detail in the
past. We will briefly discuss the advantages and disadvantages of each technique and the
related ongoing research in this area. Interested readers can read the recent survey paper
with a comprehensive discussion [Mittal, 2016]. Then, we focus on two state-of-the-art
software prefetching techniques: group prefetching and coroutines-based prefetching. Es-
pecially, in the last two years, coroutines were proposed to hide memory access latency for
pointer-chasing data structures that are heavily used in database systems. We will bring
this technique to optimize a complex networking system in Chapter ] hoping that the net-

working community can become aware of the coroutines-based prefetching.

2.5.1 Hardware vs. Software Prefetching

Hardware Prefetching

The hardware-based solutions [Smith, 1982, Fu et al., 1992, Joseph and Grunwald, 1999,
Nesbit et al., 2004, Nesbit and Smith, 2004,Somogyi et al., 2006] automatically bring cache
lines into the caches based on prior data misses. Hardware prefetches are handled dynam-
ically at run-time without compiler intervention. However, it requires some regularity in
the data access patterns. For example, if the access stride is not constant, the hardware
prefetcher can hide memory latency if the strides of two successive cache misses are less

than the trigger threshold distance [Intel, 2019a]. Moreover, as the hardware prefetcher re-
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quires a couple of misses before it starts operating, it is not effective for short streams. The
hardware prefetchers may also waste bus bandwidth (1) when the application’s memory
traffic has significant portions with strides of cache misses greater than the trigger distance
threshold; (2) it generates requests for data beyond the end of an array.

In summary, the effectiveness of the hardware prefetching depends on the application’s
access patterns. Specifically, an application with a good temporal locality will benefit
greatly from the automatic hardware prefetcher. Some recent research efforts focus on
applying machine learning [Liao et al., 2009, Rahman et al., 2015, Braun and Litz, 2019]
to improve the performance of data prefetchers. Nonetheless, the Intel CPUs still only sup-
port simple hardware prefetchers, such as streaming, stride, and spatial prefetchers [Intel,

2019a].

Software Prefetching

Software-based solutions for prefetching [Porterfield, 1989, Klaiber and Levy, 1991} Calla-
han et al., 1991, Mowry and Gupta, 1991, Mowry et al., 1994] require a programmer to
perform static program analysis and to manually insert PREFETCH hint instructions to
handle the cache misses. These instructions are hints to bring a cache line of data into
various levels and modes in the cache hierarchy. Software prefetching can handle irregular
access patterns which do not trigger the hardware prefetcher, and they can use less bus
bandwidth than hardware prefetching. However, software prefetching can introduce some
non-negligible execution overhead due to the extra prefetch instructions and that some
useful prefetching cannot be uncovered at run-time. Moreover, it may require some code
structure change to provide timely prefetching. Otherwise, the prefetching can be either too
late or too early, making it less useful or even harmful. Some ongoing research efforts focus
on the interactions between software and hardware prefetches [Wang et al., 2003,/Guttman
et al., 2015], and some focus on compiler support [Mehta et al., 2014].

Several papers [Chen and Baer, 1994, Zucker et al., 2000, Lee et al., 2012]] evaluated
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the performance of various hardware-based and software-based prefetches under different
environmental settings. In summary, even though hardware prefetching has been improved
significantly, the software prefetches are still needed in the following situations: (1) a large
number of streams, because hardware prefetches do not perform well due to its limited
hardware resources (e.g., Intel CPUs can detect and maintain up to 32 streams of data
accesses [Intel, 2019al]); (2) short streams, as hardware prefetchers require training time to
detect the direction and distance of a stream or stride; (3) irregular memory accesses and
pointer chasing [Fan et al., 2013|], as memory references for complex access patterns are
difficult to predict using hardware prefetches.

Three state-of-the-art software prefetching techniques have been proposed recently to
hide memory latency: group prefetching (GP) [Chen et al., 2007]], asynchronous memory
access chaining (AMAC) [Kocberber et al., 2015]], and coroutines [Psaropoulos et al., 2017,
Jonathan et al., 2018, Psaropoulos et al., 2019]. The key insight behind these techniques
is to process packets in batch and try to hide memory latency by separating the arithmetic
operations and memory access operations, so that they can use memory prefetching to issue
a request to load a given memory location into cache ahead of demand when processing a
packet. After issuing the request, thanks to the out-of-order execution, the CPU can still
execute independent instructions (e.g., hash computations) for another packet while not
waiting for the request to complete. Thus, the applications can still do useful computation
while loading from memory, which can cut most of the memory access latency (if not
all). The main difference between these software prefetching techniques is the fast context
switching scheme. As pointed out in [Jonathan et al., 2018]], coroutines-based prefetching
has most of the performance benefits of AMAC approach while maintaining very high
developer productivity, not possible in AMAC. A coroutine is a control abstraction that
generalizes subroutines by allowing suspension and resumption. Thus, a coroutine can be

suspended, transfer control to other coroutines, and resume later. The details of coroutines
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will be further discussed in §2.5.3] In the rest of this section, we will present how GP and
coroutine-based prefetching address the performance issue by using an example of hash

table lookup.

2.5.2 Group Prefetching

Group prefetching was originally proposed to hide memory latency for hash joins [[Chen
etal., 2007]]. After that, it has been applied to several networking systems. For example, the
software-based layer-2 switch - CuckooSwitch [Zhou et al., 2013]] uses group prefetching
to accelerate the lookup procedure of the cuckoo hash table. MICA [Lim et al., 2014]
is an in-memory key-value storage system that uses multi-stage prefetching to interleave

computation and memory access.

Algorithm 1: Group prefetching-based hash table lookup
Input: hash table data structure: h
Input: batch size: B
Input: hash key array: K/O --- B- 1]
Output: value array: V[0 --- B- 1]

init V[B] /* output placeholder */
init entry_idx[B] /* entry index placeholder */
init *v_ptr[B] /* value pointer placeholder */

fori< OtoB—1do
entry_idx[i] = hash(K[i])
prefetch (&h[entry_idx[i]])
end

fori< OtoB—1do

v_ptr[i] = h[entry_idx[i]].v_ptr
10 prefetch (v_ptr[i])

11 end

12 fori< OtoB—1do

13 if v_ptr[i] != null then

14 ‘ VIi] = *v_ptr[i]

15 end

16 end

17 return V

o X N S R W N =
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Let us take a simple hash table lookup for example. For the sake of presentation, we
assume that the hash table uses a single hash function and there are no hash collisions. Each
entry in the hash table stores the pointer to the corresponding value instead of the value it-
self. Basically, there are three steps for each lookup: hash computation, accessing the hash
table entry to get the value pointer, and finally accessing the value. Algorithm [I] shows
the pseudocode of the group prefetching-based hash table lookup. Instead of accessing the
hash table entry directly after computing the hash for the given key, it issues a memory
prefetching for the hash table entry and proceeds to compute the hash for the remaining
lookup keys (Lines 4 — 7). Therefore, the CPU does not get stalled on memory accesses
to the entry while continuing independent instructions (hash computation and prefetch in-
structions). Then, it issues memory prefetching for the value pointers of each hash table
entry (Lines 8 — 11). Finally, it accesses and stores the values (Lines 12 — 16).

From the above example, we know that group prefetching executes each code stage for
the whole group of packets before moving to the next code stage. Thus, it does not maintain
any states for each packet, which minimizes the overhead added to the program. However,
it requires heavy code changes: programmers have to conduct static code analysis, divide
the code linearly into stages (difficult for programs with complex control flows), and then
manually insert the prefetch instructions into the code. Another major disadvantage of
group prefetching is that it cannot start to process new packets even when some packets are

done in the group.

2.5.3 Coroutines

Coroutines were proposed to simplify the cooperation between the lexical and syntactical
analyzers in a COBOL compiler [Conway, 1963]] in 1963. After that, coroutines have
been widely used in different contexts, such as simulation, text processing, concurrent
programming [Moura and lerusalimschy, 2009]. Specifically, they are used to implement

many program components such as cooperative tasks, exceptions, generators, iterators,
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etc. Recently, several research efforts [Psaropoulos et al., 2017, Jonathan et al., 2018,
Psaropoulos et al., 2019] pioneered the use of coroutines for hiding memory latency for
pointer-chasing data structures that are heavily used in database systems.

A coroutine [Conway, 1963]] is a control abstraction that generalizes subroutines by
allowing suspension and resumption. When a subroutine is invoked, it starts the execution,
and can only run to completion. Thus, a subroutine instance only returns once, and does
not hold state between invocations. A coroutine can be suspended and transfer control
to other coroutines. Later, the coroutine can resume its execution after returning to the
point where it left off. Thus, a coroutine instance needs to hold a state between successive
calls. Although coroutines have been around for more than 50 years, some programming
languages did not support them until recently. For example, the technical specification for

coroutines has been merged into C++ [ISO/IEC, 2017].

Algorithm 2: Coroutines-based hash table lookup
Input: hash table data structure: h
Input: hash key: key
Output: value

init value
init entry_idx
init v_ptr
entry_idx = hash(key)
prefetch (&h[entry_idx)
co_suspend()
v_ptr = h[entry_idx].v_ptr
prefetch (v_ptr)
co_suspend()
if v_ptr /= null then

‘ value = *v_ptr[i]
end
return value

o 0 N T R W N
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We use coroutines extensively to optimize our Gatekeeper system in chapter 4, which

is written mainly in C programming language. However, the C programming language
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does not have direct support for coroutines. In fact, there are a lot of C libraries for corou-
tines with different APIs. For the sake of presentation, we use a custom function call
co_suspend() to transfer the control to other coroutines instead of using APIs from a spe-
cific library. For now, let us assume there is a program that maintains all the coroutines
and manages the transfer logic among them. We will discuss the implementation details in
Chapter 4]

Algorithm [2] shows the pseudocode for a coroutine-based implementation of a hash ta-
ble lookup. On initializing a new key lookup, we initialize a coroutine and store it in the
buffer managed by a program. The coroutine has two suspension points (Lines 6 and 9),
where the coroutine suspends itself and returns back to the caller. When a coroutine sus-
pends itself, the caller will retrieve the next coroutine from the buffer and resume it. When
a coroutine finishes its execution — i.e., it has found the matching key, or there are no more
entries to fetch — it returns back to the caller, allowing the caller to replace it with a new
coroutine, for the next key lookup. As can be seen, the coroutines-based prefetching does
not change the code structure, and the only thing needed is to add a prefetch instruction
whenever there is an expensive memory access, and after that the coroutine suspends it-
self. One can easily extend this function with an additional parameter indicating whether
the memory prefetching is enabled or not. If disabled, the function will skip the memory
prefetching and coroutine suspension, then it does exactly the same thing with the original
function. Later, we show that coroutines-based prefetching improves the performance of

Gatekeeper system by up to 1.9 in Chapter {4

2.6 The Future of NICs

Currently, most network applications rely on host CPUs to deal with the high-speed net-
work links, and they achieve high-speed packet processing by bypassing the OS network-

ing stack and running cores in poll-mode. For example, in an Intel DPDK performance
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report, the achieved 1O throughput on a single CPU core is over 40 million packets per
second [DPDK Project, 2019]]. With only a few CPU cores, the multi-threaded DPDK
applications can handle 100 Gbps links (148.88 Mpps for 64-byte packets). As modern
servers typically have a large number of CPU cores (e.g., up to hundreds of cores), the 10
overhead with optimizations is small compared to the available computing resources.

However, several factors may limit its applicability. First and foremost, with the slow-
down of Moore’s law, the increase of CPU performance cannot keep up with the ever-
growing network link speed. Therefore, with faster network links (e.g., 200 Gbps, 400
Gbps, 1.6 Tbps), the network applications will need more and more precious CPU cores
to achieve line-speed packet processing, which will become quite challenging. Moreover,
as network applications need to support more and more features, the packet processing
overhead becomes larger. Thus, the maximum packet rate that a single CPU core can han-
dle will decrease with more features, which also requires more CPU cores. Finally, cloud
providers would like to save as many precious CPU cores as possible, so that they can
provide more computing resources that can run general-purpose applications to their cus-
tomers [Firestone et al., 2018]]. With the end of Moore’s law, the only path left to improve
energy-performance-cost is specialization [Hennessy and Patterson, 2017]. In the future,
we have to rely on domain-specific hardware (e.g., SmartNICs) to perform only a narrow
range of computations for network tasks, and they should do much better than CPUs.

In the following sections, we will introduce several hardware choices for packet pro-
cessing, discuss the advantages and disadvantages of these hardware solutions. Moreover,
we introduce SmartNICs, classify them into three types based on the hardware choice for
packet processing, and then dive into the recent work on SmartNICs. Finally, we discuss

the future of these NICs.
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2.6.1 Overview of Hardware Choices

In this section, we give an overview of various hardware choices for packet processing:
CPU, GPU, FPGA (Field-Programmable Gate Array), and ASIC (Application-Specific In-
tegrated Circuit). Each one has its own advantages and disadvantages. Table 2.3| compares
them in terms of programmability, latency, energy efficiency, and development cost. This

table is summarized with our own experiential knowledge.

Table 2.3: A comparison of various types of hardware.

Programmability | Latency | Energy efficiency | Development cost
CPU Easy Medium Low Low
GPU Medium High Medium Medium
FPGA Hard Low High High
ASIC Limited Low Highest Medium

CPUs are optimized for sequential code through instruction-level parallelism and many
of the available transistors are assigned to non-computational tasks like caching and branch
prediction [Owens et al., 2007]]. Therefore, CPUs are very suitable for memory-intensive
network applications, especially with good cache locality. For example, in [Yang et al.,
2018b], our SAIL implemented on CPU outperforms its implementation on FPGAs, GPUs
and many-core platforms. Moreover, CPUs support a large number of programming lan-
guages, such as C, C++, Java, etc. The development cost is low.

Compared to CPUs, the main strengths of GPUs are vectorization through massive
concurrency and memory latency hiding through fast hardware context switching [Kalia
et al., 2015]]. Specifically, GPUs use additional transistors for computation and achieve
higher arithmetic intensity with the same transistor count [Owens et al., 2007|]. There-
fore, GPUs are very suitable for compute-intensive algorithms, such as cryptographic al-
gorithms, that are used in network applications. However, GPUs introduce higher latency

than CPUs [[Cerovic et al., 2018]]. Newer technologies, such as Accelerated Processing Unit
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(APU) [[Go et al., 2017], put both CPUs and GPUs on the same die, which reduce the com-
munication overhead between CPU and GPU and make GPUs suitable for a broader set of
applications. Also, the programs written for CPUs have better backward compatibility than
GPUs because the CPUs have better API consistency than GPUs [Cerovic et al., 2018]].

FPGAs have millions of Logic Elements (LEs) and thousands of DSP blocks for mas-
sive amount of parallelism. FPGAs are more energy efficient than GPUs and CPUs, how-
ever, they are less dense and more power hungry than ASICs [Gai, 2020]. Additionally,
FPGAs provide deterministic timing, so that their latencies are one order of magnitude
lower than GPUs [CerovicC et al., 2018]. Although FPGAs can be entirely reprogrammed
by downloading a new configuration file, the programmers need to write programs in a
hardware description language (HDL), which requires a deep understanding of how hard-
ware circuits and logic work. Also, debugging in FPGAs is very hard and the productivity is
low. Compared to CPUs, the degree of programmability as well as the hardware resources
are still limited. Therefore, the development cost is high.

ASICs are custom design for specific tasks; they can provide the highest performance
potential with highest energy efficiency. However, they have limited programmability, as
they cannot be programmed to process general-purpose tasks. Typically, the ASIC vendors
provide C-like abstractions that a typical programmer is familiar with, so the development

cost is medium [|Choi et al., 2019].

2.6.2 Network Acceleration using SmartNICs

SmartNICs were recently proposed to deal with the ever-growing link speed with lower
cost. Gai in his latest book [Gai, 2020]] pointed out one simple definition for SmartNIC:
a NIC that offloads processing tasks that the system CPU would normally handle. There
are three major types of SmartNICs to deal with high-speed networking: (1) System-on-
Chip (SoC)-based NICs; (2) FPGAs; (3) ASIC-based NICs. In the following sections, we

present recent research efforts on these NICs and briefly discuss the future of these NICs.
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SoC-based NICs

For multicore SoC-based NICs, they use a sea of CPU cores with simple microarchitec-
tures to process packets for cost-effectiveness. Common processor choices are ARM or
MIPS cores with associated caches. Moreover, they have onboard DRAM, domain-specific
accelerators, and programmable DMA engines. The easy programmability is the key ad-
vantage of this architecture, as the processors can run standard Linux distributions and can
be programmed in any language, which is quite suitable for software programmers. How-
ever, the future of SoC-style network offload is still questionable as it needs a sea of cores
to scale with the link speed [Firestone et al., 2018|]. Even with the latest 7 nm ARM with
96 cores at 3 GHz can handle 100 Gbps link but not multiple 200/400 Gbps links [Gai,
2020]. Moreover, it can lead to poor latency and jitter with a standard OS, which aims to
maximize throughput. The recent work on iPipe framework [Liu et al., 2019a] and E3 [Liu
et al., 2019b] show that SoC-based SmartNICs can save the host CPU cores, lower the
latency, and improve energy-efficiency, cost efficiency for distributed applications as well
as microservices. Moreover, if applications can utilize the available network accelerators
on the SoC-based SmartNICs, they can achieve performance comparable to FPGA-based

ones [Liu et al., 2019al].

FPGAs

Recently, several research efforts try to offload network functions onto FPGA-based Smart-
NICs (e.g., Floem [Phothilimthana et al., 2018]], KV-Direct [Li et al., 2017], ClickNP [Li1
et al., 2016|], AccelNet [Firestone et al., 2018]]). Due to the limitations of FPGAs (see
§2.6.1), they are applicable to a specific class of applications but not for all. For example,
the distributed applications with complex data structures and algorithms cannot be realized

efficiently on FPGA-based SmartNICs.



34

ASIC-based NICs

As the ASIC-based NICs are designed for specific purposes, they can provide the highest
performance potential. However, the addition of new features or the modification of the
existing ones will require the redesign of these NICs, and the turnaround time is a big con-
cern [Firestone et al., 2018|]. The advancement of several technologies are changing the
landscape to make ASIC-based NICs a better solution: (1) embedded CPU cores are added
to the ASIC-based NICs, so that they can provide programmability for new functionali-
ties. Especially, they can be used to implement the management and control plane, which
has less data to deal with; (2) the Programming Protocol-independent Packet Processors
(P4) [Bosshart et al., 2014]] architecture defines the data plane behavior of a network de-
vice, and it provides a programmable data plane that allows the programmers to introduce
new features without having to redesign the switch ASICs. Although P4 targets at the net-
work switches, there are some ongoing work to extend P4 to be better suited for the NIC
architecture [Cho1 et al., 2019} Gai, 2020]; (3) Some recent research efforts [Dean, 2019
focus on the use of machine learning to learn to automatically generate high quality solu-
tions for designing custom ASICs, which can potentially reduce the turnaround time of the

ASCI design significantly.

2.6.3 Discussion

Recently, we are seeing the convergence of different types of SmartNICs driven by cloud
computing. In my opinion, the ASIC-based NICs have the potential to provide the best
energy-performance-cost solutions for many network applications. Basically, these Smart-
NICs will integrate different hardware resources on a board (e.g., CPU cores, DRAM,
DMA engines, network accelerators for fixed functions, ASIC-based data plane, FPGAs,
etc.). With the advancement of the on-board hardware, SmartNICs will have more pow-

erful CPUs, large caches (e.g., around 30 MB LLC), large DRAM (more than 8 GB), etc.
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With enough hardware resources, not only the whole network stack can be offloaded to
the NICs, but also part or even all of the application logic can be offloaded, as some data
structures and algorithms can be efficiently implemented on these NICs. Moreover, with
the support for different types of hardware, SmartNICs could provide great flexibility, pro-
grammability as well as performance, and they will have broader applications. In terms of
programmability, many solutions are proposed recently to extend P4 language for different
platforms, such as PAFPGA [Wang et al., 2017] and PAGPU [Li and Luo, 2016]. P4 has the
potential to become the programming language for various hardware solutions, lowering
the development cost.

Some examples of SmartNICs are Mellanox BlueField [Mellanox, 2020]] and Netronome
Agilio LX [Netronome, 2018]], in which a single port can deliver up to 100 Gbps through-
put. SmartNICs avoid many overheads (e.g., PCle overhead), achieve lower latency and
higher throughput, and potentially provide a better energy-performance-cost solution for
both IP lookup and DDoS mitigation. Moreover, the high programmability of the P4
language allows us to utilize various hardware resources easily. Therefore, we would
expect that these SmartNICs are good candidates to improve the performance of both
IP lookup and DDoS mitigation. Some tasks in the two applications (e.g., encapsula-
tion/decapsulation, declining flows, limiting flows’ bandwidth, etc.) can be offloaded to
SmartNICs without involving the host CPUs. We will explore their design space using

SmartNICs in §5.2]



Chapter 3

SAIL: A Splitting Approach to IP Lookup

This chapter drills into the well-studied IP lookup problem and follows the definition of
IP addresses and their formats, including IPv4, IPv6 and CIDR, defined in §[2;1'} An ideal
IP lookup algorithm should achieve small constant IP lookup time, and on-chip memory
usage. However, no prior IP lookup algorithm achieves both requirements at the same time.
In this chapter, we propose a new IP lookup algorithm called SATL [Yang et al., 2014,|Yang
et al., 2018b]], a splitting approach to IP lookup. One splitting is along the dimension of
the lookup process, namely finding the longest matching prefix length and finding the next
hop. The second splitting is along the dimension of prefix length, namely IP lookup on
prefixes of length less than or equal to 24 and that longer than 24 for IPv4. Moreover, we
propose a suite of algorithms for IP lookup based on our SAIL framework. We conducted
extensive experiments to evaluate our algorithms using real FIBs and real traffic from a
major ISP in China. Experimental results show that our SAIL algorithms are much faster
than well-known IP lookup algorithms.

The success of our SAIL approach is derived from the hardware improvement of the
modern CPU cache hierarchy. Basically, the amount of on-chip memory we have is already
larger than the theoretical maximum value (4MB) that SAIL needs. So we can implement
our lookup algorithm in a much more straightforward way than other methods could. In so
doing, we avoid some of the complexities that the state-of-the-art algorithms had to put in

to fit on-chip memory restrictions at the time they were proposed.

36
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3.1 Introduction

With the development of the Internet, the size of Fowarding Information Base FIB (FIB)
in backbone routers grows rapidly. According to the RIPE Network Coordination Centre,
FIB sizes have become more than 700,000 entries as of 2017 [RIPE Network Coordination
Centre, 2017]. At the same time, cloud computing and network applications have driven
the expectation on router throughput to the scale of 200 Gbps. The fast growth of FIB sizes
and throughput demands bring significant challenges to IP lookup. An ideal IP lookup al-
gorithm should satisfy the following two challenging requirements. First, IP lookup time
should meet wire speed, yet remain constant, as FIB sizes grow. IP lookup time is per
packet cost and should be optimized to the extreme to meet wire speed. Second, on-chip
memory usage should meet capacity constraints, yet remain constant, as FIB sizes grow.
On-chip memory (such as CPU cache and FPGA block RAM) is about 10 times faster than
off-chip DRAM [Wang and Hamdji, 2008], but is limited in size (in the scale of a few MB)
and much more expensive than DRAM; furthermore, as on-chip memory technologies ad-
vance, its sizes do not grow much as compared to DRAM. With network virtualization, a
virtual router could have hundreds of virtual FIBs, which makes fast FIB lookup with small
on-chip memory even more critical. Without satisfying these requirements, router perfor-
mance will degrade as the FIB size grows, and router hardware will have to be upgraded

periodically.

3.1.1 Summary and Limitations of Prior Art

IP lookup has long been a core networking issue and various schemes have been proposed.
However, none of them satisfies the two requirements of both constant lookup time and
constant on-chip memory usage. Some algorithms can achieve constant IP lookup time,
such as TCAM based schemes [Zane et al., 2003} Zheng et al., 2006] and FPGA based

schemes [Fadishei et al., 2005, |Le et al., 2008]], but their on-chip memory usage will grow
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quickly as FIB sizes grow. Some algorithms, such as full-expansion [Crescenzi et al., 1999]
and DIR-24-8 [Gupta et al., 1998], can achieve constant memory usage by simply pushing
all prefixes to levels 24 and 32, but even the lookup table for level 24 alone is too large to

be stored in on-chip memory.

3.1.2 Proposed SAIL Approach

In this chapter, we present SAIL, a Splitting Approach to IP Lookup. We split the IP lookup
problem along two dimensions as illustrated in Figure [3-1] First, we split the IP lookup
problem into two sub-problems along the dimension of the lookup process: finding the
prefix length (i.e., finding the length of the longest prefix that matches the given IP address)
and finding the next hop (i.e., finding the next hop of this longest matched prefix). This
splitting gives us the opportunity of solving the prefix length problem in on-chip memory
and the next hop problem in off-chip memory. Furthermore, since on-chip and off-chip
memory are two entities, this splitting allows us to potentially pipeline the processes of

finding the prefix length and the next hop.

Finding prefix length Finding next hop

Prefix length 0~24 On-Chip Off-chip

Prefix length 25~32 Off-chip Off-chip

Figure 3-1: Two-dimensional splitting of IP lookup for IPv4

Second, we split the IP lookup problem into two sub-problems along the dimension of

prefix length: length < 24 and length > 25. This splitting is based on our key observation
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that on backbone routers, for almost all traffic, the longest matching prefix has a length <
24. This intuitively makes sense because typically backbone routers do not directly connect
to small subnets whose prefixes are longer than 24. Our observation may not hold for
edge routers, and the edge routers could have more long prefixes. However, even if all
prefixes are longer prefixes, the worst case performance of our algorithm is still two off-
chip memory accesses, and the on-chip memory usage is still bounded < 4MB (See Table
[3.2). The key benefit of this splitting is that we can focus on optimizing the IP lookup
performance for traffic whose longest matching prefix length is < 24.

Some prior work performed splitting along the dimension of the lookup process or
the dimension of prefix length; however, no existing work performed splitting along both
dimensions. Dharmapurikar et al. proposed to split the IP lookup process into two sub-
problems: finding the prefix length using Bloom filters and finding the next hop using hash
tables [Dharmapurikar et al., 2003]. Pierluigi ef al. and Gupta et al. proposed to split IP
prefixes into 24 and 32 based on the observation that 99.93% of the prefixes in a backbone
router FIB has a length of less than or equal to 24 [Crescenzi et al., 1999,|Gupta et al.,
1998]]. Note that our IP prefix splitting criteria is different because our splitting is based on

traffic distribution and their splitting is based on prefix distribution.

3.1.3 Technical Challenges and Solutions

The first technical challenge is to achieve small constant on-chip memory usage for any
FIB size. To address this challenge, we propose to find the longest matching prefix length
for a given IP address using bitmaps. Given a set of prefixes in a FIB, for each prefix length
i (0 <i<32), we first build a bitmap B;[0..2° — 1] whose initial values are all Os. Then, for
each prefix p, we let B;[|p|] = 1 where |p| denotes the binary value of the first i bits of p.
Thus, for all prefixes of lengths 0~24 in any FIB, the total memory size for all bitmaps is
Zizio 2! = 4MB, which is small enough to be stored in on-chip memory.

The second technical challenge is to achieve small constant IP lookup time for any
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FIB size. To address this challenge, we classify the prefixes in the given FIB into two
categories: those with length < 24 and those with length > 25. (1) For prefixes of length
< 24, for each prefix length i (0 < i < 24), we build a next hop array N;[0..2/ — 1] in off-chip
memory so that for each prefix p whose next hop is n(p), we let N;[|p|] = n(p). Thus,
given an [P address a, we first find its prefix length using bitmaps in on-chip memory and
find the next hop using one array lookup in off-chip memory. To find the prefix length
using bitmps, for i from 24 to 0, we test whether B;la > (32 —i)] = 1; once we find the
first i so that B;[a > (32 —i)] = 1 holds, we know that the longest matching prefix length
is i. Here @ > (32 — i) means right shifting a by 32 — i bits. In this step, the maximum
number of on-chip memory accesses is 25. To find the next hop, suppose the longest
matching prefix length for a is i, we can find its next hop N;[a > (32 —i)] by one off-chip
memory access. (2) For prefixes of length > 25, many IP lookup schemes can be plugged
into our SAIL framework. Possible schemes include TCAM (Ternary Content Addressable
Memory), hash tables, and next-hop arrays. Choosing which scheme to deal with prefixes
of length > 25 depends on design priorities, but have little impact on the overall IP lookup
performance because most traffic hits prefixes of length < 24. For example, to bound the
worst case lookup speed, we can use TCAM or next hop arrays. For next hop arrays, we
can expand all prefixes of length between 25 and 31 to be 32, and then build a chunk ID
(i.e., offsets) array and a next hop array. Thus, the worst case lookup speed is two off-chip
memory accesses.

The third technical challenge is to handle multiple FIBs for virtual routers with two
even more challenging requirements: (1) Multi-FIB lookup time should meet wire speed
yet remain constant as FIB sizes and FIB numbers grow. (2) On-chip memory usage should
meet capacity constraints yet remain constant as FIB sizes and FIB numbers grow. To
address this challenge, we overlay all FIB tries together so that all FIBs have the same

bitmaps; furthermore, we overlay all next hop arrays together so that by the next hop index
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and the FIB index, we can uniquely identify the final next hop.

3.2 Related Work

As IP lookup is a core networking issue, much work has been done to improve its per-
formance. We can categorize prior work into trie-based algorithms, Bloom filter based
algorithms, range-based algorithms, TCAM-based algorithms, FPGA-based algorithms,
GPU-based algorithms, and multi-FIB lookup algorithms.

Trie-based Algorithms: Trie-based algorithms use the trie structure directly as the lookup
data structure or indirectly as an auxiliary data structure to facilitate IP lookup or FIB up-
date. Example algorithms include binary trie [Ruiz-Sanchez et al., 2001]], path-compressed
trie [Sklower, 1991]], k-stride multibit trie [Srinivasan and Varghese, 1999], full expan-
sion/compression [Crescenzi et al., 1999], LC-trie [Nilsson and Karlsson, 1999], Tree
Bitmap [Eatherton et al., 2004], priority trie [Lim et al., 2010]], Lulea [Degermark et al.,
1997]], DIR-24-8 [Gupta et al., 1998]], flashtrie [Bando and Chao, 2010], shapeGraph [Song
et al., 2009], trie-folding [Rétvari et al., 2013]], DPP [Le and Prasanna, 2011], OET [Huang
etal., 2011], DTBM [Sahni and Lu, 2007], multi-stride compressed trie [Mittal, 2010], and
poptrie [[Asal and Ohara, 2015]. More algorithms can be found in the literature [Lim and
Lee, 2011,|Ruiz-Sanchez et al., 2001} Yang et al., 2012a, Yang et al., 2012b, Zhao et al.,
2010]

Bloom Filter based Algorithms: Dharmapurikar et al. proposed the PBF algorithm where
they use Bloom filters to first find the longest matching prefix length in on-chip memory
and then use hash tables in off-chip memory to find the next hop [Dharmapurikar et al.,
2003]. Lim et al. proposed to use one Bloom filter to find the longest matching prefix
length [Lim et al., 2012]]. These Bloom filter-based IP lookup algorithms cannot achieve
constant lookup time because of false positives and hash collisions. Furthermore, to keep

the same false positive rate, their on-chip memory sizes grow linearly with the increase of
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FIB size. Several Bloom filter variants can be found in the literature [Dai et al., 2016b,Yang
et al., 2017, Dai et al., 2018}|Yang et al., 2016,Dai et al., 2016a].

Range-based Algorithms: Range-based algorithms are based on the observation that each
prefix can be mapped into a range in level 32 of the trie. Example algorithms are binary
search on prefix lengths [Waldvogel et al., 1997]], binary range search [Ruiz-Sanchez et al.,
2001]], multiway range trees [Warkhede et al., 2004]], and DXR [Zec et al., 2012].
TCAM-based Algorithms: TCAMs can compare an incoming I[P address with all stored
prefixes in parallel in hardware using one cycle, and thus can achieve constant lookup time.
However, TCAM has very limited size (typically a few Mbs like on-chip memory sizes),
consumes a huge amount of power due to the parallel search capability, generates a lot
of heat, is very expensive, and difficult to update. Some schemes have been proposed to
reduce power consumption by enabling only a few TCAM banks to participate in each
lookup [Zane et al., 2003|]. Some schemes use multiple TCAM chips to improve lookup
speed [Panigrahy and Sharma, 2002,/Zheng et al., 2006, Akhbarizadeh et al., 2006]. Shah et
al. proposed to reduce the movement of prefixes for fast updating [Shah and Gupta, 2001].
FPGA-based Algorithms: There are two main issues to address for FPGA-based IP
lookup algorithms: (1) how to store the whole FIB in on-chip memory, and (2) how to
construct pipeline stages. Some early FPGA-based algorithms proposed to construct com-
pact data structures in on-chip memory [Sangireddy et al., 2005, Meribout and Motomura,
2003[]; however, these compact data structures make the lookup process complex and there-
fore increase the complexity of FPGA logics. For FPGA in general, the more complex the
logics are, the lower the clock frequency will be. To improve lookup speed, Fadishei ef al.
proposed to only store a part of data structure in on-chip memory using hashing [Fadishe1
et al., 2005]]. To balance stage sizes, some schemes have been proposed to adjust the trie
structure by rotating some branches or exchanging some bits of the prefixes [Baboescu

et al., 2005, Le et al., 2008, Pao et al., 2014].



43

GPU-based Algorithms: Leveraging the massive parallel processing capability of GPU,
some schemes have been proposed to use GPU to accelerate IP lookup [Han et al., 2010,
Zhao et al., 2010].

Multi-FIB Lookup Algorithms: The virtual router capability has been widely supported
by commercial routers. A key issue in virtual routers is to perform IP lookup with multiple
FIBs using limited on-chip memory. Several schemes have been proposed to compress

multiple FIBs [Fu and Rexford, 2008 Luo et al., 2013,|Song et al., 2010].

3.3 SAIL Basics

In this section, we present the basic version of our SAIL algorithms. Table [3.1]lists the

symbols used in this thesis.

Table 3.1: Symbols used in the thesis

Symbol | Description
B; array for level i
N; next hop array for level
Ci chunk ID array for level i
BN; combined array of B; and N;
BCN; | combined array of B;,C; and N;
a IP address

v trie node
p prefix
p] value of the binary string in prefix p

p(v) | prefix represented by node v
n(v) | next hop of solid node v

[ trie level
- integer value of bit string of a
/)| from i-th bit to j-th bit

3.3.1 Splitting Lookup Process

We now describe how we split the lookup process for a given IP address into the two steps
of finding its longest matching prefix length and finding the next hop. Given a FIB table,
we first construct a trie. An example trie is in Figure [3-3(b). Based on whether a node

represents a prefix in the FIB, there are two types of nodes: solid nodes and empty nodes.
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A node is solid if and only if the prefix represented by the node is in the FIB. That is, a
node is solid if and only if it has a next hop. A node is an empty node if and only if it has
no next hop. Each solid node has a label denoting the next hop of the prefix represented
by the node. For any node, its distance to the root is called its level. The level of a node
locates a node vertically. Any trie constructed from a FIB has 33 levels. For each level i,
we construct a array B;[0..2" — 1] of length 2/, and the initial values are all Os. At each level
i (0<i<32), for each node v, let p(v) denote its corresponding prefix and |p(v)| denote the
value of the binary string part of the prefix (e.g., |11 x| = 3). If v is solid, then we assign
Bi[|[p(v)|] = 1; otherwise, we assign B;[|p(v)|] = 0. Here |p(v)| indicates the horizontal
position of node v because if the trie is a complete binary tree then v is the | p(v)|-th node at
level i. Figure 3-3]c) shows the s for levels O to 4 of the trie in[3-3|(b). Taking B3 for level 3
as an example, for the two solid nodes corresponding to prefixes 001*/3 and 111*/3, we
have B3[1] = 1 and B3[7] = 1. Given the 33 bitmaps By, By, - ,B3; that we constructed
from the trie for a FIB, for any given IP address a, for i from 32 to 0, we test whether
Bila > (32 —i)] = 1; once we find the first i that B;[a > (32 —i)] = 1 holds, we know that
the longest matching prefix length is i. Here @ > (32 — i) means right shifting a by 32 —i
bits. For each B;, we construct a next hop array N;[0..2° — 1], whose initial values are all Os.
At each level i, for each prefix p of length i in the FIB, denoting the next hop of prefix p by
n(p), we assign N;[|p|] = n(p). Thus, for any given IP address a, once we find its longest

matching prefix length i, then we know its next hop is N;[a > (32 —i)].

3.3.2 Splitting Prefix Length

Based on our observation that almost all the traffic of backbone routers has the longest
matching prefix length < 24 as illustrated in Figure [3-2] we split all prefixes in the given
FIB into prefixes of length < 24, which we call short prefixes and prefixes of length > 25,
which we call long prefixes. By this splitting, we want to store the bitmaps of prefixes of

length < 24 in on-chip memory. However, given an IP address, because it may match a long
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Figure 3-3: Basic SAIL Algorithm.
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prefix, it seems that we need to search among both short and long prefixes, which makes
this splitting not too useful. We propose a technique called pivor pushing to address this
issue. Our basic strategy is that for a given IP address, we first test its longest matching
prefix length is within [0,24] or [25,32]; thus, after this testing, we continue to search
among either short prefixes or long prefixes, but not both. We call level 24 the pivot level.

Given a trie and a pivot level, the basic idea of pivot pushing is two-fold. First, for
each internal solid node on the pivot level, we push its label (i.e., the next hop) to a level
below the pivot level. Second, for each internal empty nodes on the pivot level, we let it
inherit the label of its nearest solid ancestor node, i.e., the next hop of the first solid node
along the path from this empty node to the root, and then push this inherited label to a level
below the pivot level. In this thesis, we assume that the root always has a label, which is
the default next hop. Thus, for any internal empty nodes on the pivot level, it always can
inherit a label.

Given a trie and an IP address a, traversing a from the root of the trie downward, for
any internal or leaf node v that the traversal passes, we say a passes v. Based on the above

concepts, we introduce Theorem (3.3.1

Theorem 3.3.1 Given a trie constructed from a FIB, after pivot pushing, for any IP address
a, a passes a node on the pivot level if and only if its longest matching prefix is on the pivot

level or below.

Proof: Given a trie and an IP address a that passes a node v on the pivot level, there are
two cases: (1) v is a leaf node, and (2) v is an internal node. For the first case where v is a
leaf node, then a’s longest matching prefix is p(v) (i.e., the prefix represented by node v)
and thus a’s longest matching prefix is on the pivot level. For the second case where v is an
internal node, because of pivot pushing, @ must pass a solid node on a level below the pivot
level, which means that a’s longest matching prefix is below the pivot level. O
Based on Theorem [3.3.1] we construct the bitmap array for the pivot level / as follows:

for any node v at level I, we assign B;[|p(v)|] = 1; in other words, B[i] = 0 if and only if
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there is no node at level / that corresponds to the prefix denoted by i. Thus, given an IP
address a, Bjla > (32 —1)] = 1 if and only if its longest matching prefix is on the pivot
level or below. In SAIL, we choose level 24 to be the pivot level. By checking whether
Boala > 8] = 1, we know whether the longest matching prefix length is < 23 or > 24, which
will guide us to search either up or down. Consider the example in Figure [3-3|b), taking
level 4 as the pivot level, node C at level 4 is an internal solid node, pushing C to level 5
results in a new leaf solid node H with the same next hop as C. Note that after pushing node
C down, node C becomes empty.

Given a pivot-pushed trie, we build a bitmap array and a next hop array for each level
of 0 to 24 as above. Note that for any i (0 <i<23)and any j (0<j<2' —1), Bi[j] =1
if and only if there is a solid node at level i that corresponds to the prefix denoted by
j: for level 24 and any j (0 < j < 2?* — 1), Byu[j] = 1 if and only if there is a node, no
matter solid or empty, at level 24 that corresponds to the prefix denoted by j. Note that
Bo4[j] = 1 and Np4[j] > 0 if and only if there is a leaf node at level 24 that corresponds to
the prefix denoted by j, which means that the longest matching prefix length is 24. Note that
B4[j] = 1 and Na4[j] = 0 if and only if there is an empty node at level that corresponds to
the prefix denoted by j, which means that the longest matching prefix length is > 25. Thus,
given an IP address a, if Bagla > 8] = 0, then we further check whether Basfa > 9] = 1,
Bxla > 10| =1, ---, Bola > 32] = 1 until we find the first 1; if Bys[a > 8] = 1, then we
know a’s longest matching prefix length is > 24 and further lookup its next hop in off-chip
memory. It is easy to compute that the on-chip memory usage is fixed as Zizio 2! = 4MB.
Consider the example in Figure Given an address 001010, as the pivot level is 4, since
B4[001010 > 2] = B4[0010] = B4[2] = 1 and N4[001010 >> 2] = N4[0010] = N4[2] = 0,
then we know that the longest matching prefix length is longer than 4 and we will continue
the search at levels below 4.

The pseudocode for the SAIL Basic, denoted by SAIL_B, is shown in Algorithm 3
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Algorithm 3: SAIL_B
Input: arrays: By,By1, - ,Bu
Input: Next hop arrays: Ny, Ny, -+, Ny
Input: a: an IP address
Output: next hop of the longest matched prefix

if By [a > 8] =0 then
for j=23;7>0;j——do
if Bjla > (32— j)| = 1 then
| return Nj[a > (32— j)]
end
end

end
else if No4ja > 8] > O then
| return Nofa > §]
end
else
‘ lookup at levels 25 ~ 32
end

O ® N s W N =

— e
W N =S

There are multiple ways to handle prefixes of length > 25. Below we give one simple
implementation using next hop arrays. Let the number of internal nodes at level 24 be
n. We can push all solid nodes at levels 25~31 to level 32. Afterwards, the number of
nodes at level 32 is 256 x n because each internal node at level 24 has a complete subtree
with 256 leaf nodes, each of which is called a chunk. As typically 256 x n is much smaller
than 232 based on our experimental results on real FIBs, constructing a next hop array of
size 232 wastes too much memory; thus, we construct a next hop array N3 of size 256 % n
for level 32. As we push all solid nodes at levels from 25 to 31 to level 32, we do not
need bitmaps Bjs, Bag, - -+ ,B32. Now consider the nodes at level 24. For each leaf node,
its corresponding entry in B4 1s 1 and its corresponding entry in next hop array N»4 is the
next hop of this node. For each internal node, its corresponding entry in Bo4 is 1 and its
corresponding entry in next hop array N4 is the chunk ID in N33, which multiplied by 256
plus the last 8 bits of the given IP address locates the next hop in N3,. To distinguish these

two cases, we let the next hop be a positive number and the chunk ID to be a negative
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number whose absolute value is the real chunk ID value. To have negative values, chunk
IDs are named starting from 1. With our pivot pushing technique, looking up an IP address
a is simple: if Bys[a > 9] = 0, then we know the longest matching prefix length is within
[0,23] and further test whether Byz[a > 8] = 1; if Bofa > 8] = 1 A Npsla > 8] > 0, then
we know that the longest matching prefix length is 24 and the next hop is Npsla > 8]; if
Bogla > 8] = 1 A Nafa > 8] < 0, then we know that the longest matching prefix length is
longer than 24 and the next hop is N3[(|Noa[a > 8]| — 1) 256 4 (a&255)]. Notice that &

is bitwise AND operator.

3.3.3 FIB Update for SAIL Basic

We now discuss how to adjust the lookup data structures when the given FIB changes. Note
that the FIB update performance for levels 25~32 is less critical than that for levels 0~24.
As most traffic hits levels 0~24, when the lookup data structures for levels 0~24 in on-chip
memory change, no lookup can be performed before changes are finished and therefore may
cause incorrect routing decisions. For the lookup data structures in off-chip memory, many
IP lookup schemes that can handle prefixes of length > 25 can be plugged into SAIL_B.
Different IP lookup schemes have different FIB update algorithms. Therefore, we focus on
the update of data structures in on-chip memory.

For SAIL_B, updating the on-chip lookup data structures is simple: given an update
prefix p with length of /, and its next hop is denoted by h. Note that # = 0 means to
withdraw prefix p while & > 0 means to announce prefix p. If I < 24, we assign B[|p|] =
(h > 0) (i.e., if h > 0, then we assign Bj[|p|] = 1; otherwise, we assign B;[|p|] = 0). If
[ = 24, for the same update, we first locate the node in the trie, if it is an internal node,
then By4 is kept unchanged; otherwise, we assign Ba4[|p|] = (h > 0). Note that for one FIB
update, we may need to update both the on-chip and off-chip lookup data structures. A
router typically maintains the trie data structure on the control plane and uses it to compute

the changes that need to be made to off-chip lookup data structures. Because little traffic
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hits the off-chip lookup data structures for levels 25~32, updating the off-chip lookup data

structures often can be performed in parallel with IP lookups on the on-chip data structures.

3.4 SAIL Optimization

In this section, we first present two optimization techniques of our SAIL algorithms, which
favor the performance of FIB update and IP lookup, respectively. We use SAIL_U to denote
SAIL with update oriented optimization, and SAIL_L to denote SAIL with lookup oriented

optimization. Then, we extend SAIL_L to handle multiple FIBs.
3.4.1 Update Oriented Optimization

Data Structures & Lookup Process: In this optimization, by prefix expansion, we push
all solid nodes at levels O ~ 5 to level 6, all solid nodes at levels 7 ~ 11 to level 12, all solid
nodes at levels 13 ~ 17 to level 18, and all solid nodes at levels 19 ~ 23 to level 24. With
this 4-level pushing, looking up an IP address a is the same as without this pushing, except
that if Bys[a > 8] = 0, then we further check whether Bjgla > 14] = 1, Bip[a > 20| =1,
and Bgla > 26] = 1 till we get the first 1. This 4-level pushing brings two benefits to IP
lookup. First, it reduces the maximum number of array lookups in on-chip memory from
24 to 4. Second, it reduces the on-chip memory usage by 49.2% because we do not need to
store By ~ Bs, B; ~ By, Bj3 ~ By7, and B1g9 ~ B»3.

FIB Update: While improving lookup speed and reducing on-chip memory usage, this
pushing incurs no extra cost to the update of on-chip data structures. With this pushing, we
still achieve one on-chip memory access per FIB update because of three reasons. First,
for any FIB update, it at most affects 2° = 64 bits due to the above pushing. Second,
typically by each memory access we can read/write 64 bits using a 64-bit processor. Third,
as the lengths of the four s Bg, B1a, B1g, and Bys are dividable by 64, the 64 bits that

any FIB update needs to modify align well with word boundaries in on-chip memory. We
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implement each of these four s as an array of 64-bit unsigned integers; thus, for any FIB

update, we only need to modify one such integer in one memory access.

3.4.2 Lookup Oriented Optimization

Data Structures: In SAIL_B and SAIL_U, the maximum numbers of on-chip memory
accesses are 24 and 4, respectively. To further improve lookup speed, we need to push
nodes to fewer number of levels. On one hand, the fewer number of levels means the fewer
numbers of on-chip memory accesses, which means faster lookup. On the other hand,
pushing levels 0 ~ 23 to 24 incurs too large on-chip memory. Multi-levels of pivot pushing
can be carried out independently. To trade-off between the number of on-chip memory
accesses and the data structure size at each level, we choose two levels: one is between
0~23, and the other one is 24. In our experiments, the two levels are 16 and 24. In this
optimization, by prefix expansion, we first push all solid nodes at levels 0 ~ 15 to level 16;
second, we push all internal nodes at level 16 and all solid nodes at levels 17~23 to level
24; third, we push all internal nodes at level 24 and all solid nodes at levels 25 ~ 31 to level
32. We call this 3-level pushing. For level 16, our data structure has three arrays: array
B16[0..2'© — 1], next hop array Ny6[0..2'® — 1], and chunk ID array C;[0..2'¢ — 1], where
the chunk ID starts from 1. For level 24, our data structure has three arrays: array B4,
next hop array Na4, and chunk ID array Cy4, where the size of each array is the number of
internal nodes at level 16 times 28. For level 32, our data structure has one array: next hop
array N3p, whose size is the number of internal nodes at level 24 times 28,

Lookup Process: Given an IP address a, using a; ;) to denote the integer value of the bit
string of @ from the i-th bit to the j-th bit, we first check whether Bigla (g 15)] = 1; if yes,
then the a g 15)-th node at level 16 is a solid node and thus the next hop for a is N16[a(07 15)];
otherwise, then the @ g 15)-th node at level 16 is an empty node and thus we need to continue
the search at level 24, where the index is computed as (Cigla(o,15)] — 1) * 28 +a(16.23)-

At level 24, denoting (Ciglag,15)] — 1) * 28 +a(16,3) by i, the search process is similar
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Figure 3-4: Example data structure of SAIL_L.

to level 16: we first check whether By4[i] = 1, if yes, then the i-th node at level 24 is a
solid node and thus the next hop for a is Np4[i]; otherwise, the i-th node at level 24 is an
empty node and thus the next hop must be at level 32, to be more precise, the next hop is
(Cogfi] — 1) %28 +ap431). Figure illustrates the above data structures and IP lookup
process where the three pushed levels are 2, 4, and 6. The pseudocode for the lookup
process of SAIL_L is in Algorithm [ where we use the bitmaps, next hop arrays, and the
chunk ID arrays as separate arrays for generality and simplicity.

Two-dimensional Splitting: The key difference between SAIL_L and prior IP lookup
algorithms lies in its two-dimensional splitting. According to our two-dimensional splitting
methodology, we should store the three arrays Bjg, Ci6, and B4 in on-chip memory and
the other four arrays Nig, N4, Co4, and N3; in off-chip memory as shown in Figure @ We

observe that for 0 < i < 2!9— 1, Byg[i] = 0 if and only if Ny[i] = 0, which holds if and only
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Algorithm 4: SAIL_L
Input: arrays: Big, B4
Input: Next hop arrays: Nig,Noa,N32
Input: Chunk ID arrays: Cig,C24
Input: a: an IP address
Output: the next hop of the longest matched prefix.

if Bigla > 16] = 1 then

| return Nig[a > 16]
end
i+ ((Cipla>16]—1) < 8)+ (a < 16 > 24)
else if By4[i] = 1 then

return Noyli|

end
else

‘ return N3;[((Casli] — 1) < 8) + (a&255)]
10 end

(V- REE-HEN - N7 B SIS

if Cig[i] # 0. Thus, the three arrays of Bjg, Cj6, and Ny can be combined into one array
denoted by BCN, where for 0 < i <2'®—1, BCN[i] (0,0) = 1 indicates that BCN[i](; i5) =
Nig[i] and BCN[i] (o) = 0 indicates that BCN[i]( ;5) = Ci6li]. Although in theory for 0 <
i<216 1, Ci¢li] needs 16 bits, practically, based on measurement from our real FIBs of
backbone routers, 15 bits are enough for Ci¢[i] and 8 bits for next hop; thus, BCN|[i] will be
16 bits exactly. For FPGA/ASIC platforms, we store BCN and B4 in on-chip memory and
others in off-chip memory. For CPU/GPU/many-core platforms, because most lookups
access both By and Np4, we do combine Byg4 and Npg to BNy4 so as to improve caching
behavior. BN4[i] = 0 indicates that By4[i] = 0, and we need to find the next hop in level 32;
BNy4i] > 0 indicates that the next hop is BNy4[i] = Na4li].

FIB Update: Given a FIB update of inserting/deleting/modifying a prefix, we first modify
the trie that the router maintains on the control plane to make the trie equivalent to the
updated FIB. Note that this trie is the one after the above 3-level pushing. Further note
that FIB update messages are sent/received on the control plane where the pushed trie is

maintained. Second, we perform the above 3-level pushing on the updated trie for the nodes
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Figure 3-5: Memory management for SAIL_L.

affected by the update. Third, we modify the lookup data structures on the data plane to
reflect the change of the pushed trie.

SAIL_L can perform FIB updates efficiently because of two reasons, although one
FIB update may affect many trie nodes in the worst case. First, prior studies have shown
that most FIB updates require only updates on a leaf node [Yang et al., 2012b]. Second,
the modification on the lookup arrays (namely the arrays, next hop arrays, and the chunk
ID arrays) is mostly continuous, i.e., a block of a lookup array is modified. We can use
the memcpy function in C to efficiently write 64 bits in one memory access on a 64-bit

Processor.

3.4.3 SAIL for Multiple FIBs

We now present our SAIL_M algorithm for handling multiple FIBs in virtual routers, which
is an extension of SAIL_L. A router with virtual router capability (such as Cisco CRS-
1/16) can be configured to run multiple routing instances where each instance has a FIB.
If we build independent data structures for different FIBs, it will cost too much memory.
One classic method is to merge all virtual FIBs into one, and then perform lookup on the
merged one. Our design goal is to achieve constant on-chip memory and constant lookup

time regardless of the number and the size of the virtual FIBs. No prior algorithm can
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achieve this goal. Next, we first show the classic merging method, and then show how to
apply our SAIL framework to it.

Classic merging method of virtual FIBs: Given m FIBs Fy, Fi,--- ,F,_1, first, for each
F; (0 <i<m—1), for each prefix p in F;, we change its next hop n;(p) to a pair (i,n;(p)).
Let Fy,F{,---, and F,_, denote the resulting FIBs. Second, we build a trie for F; UF] U

CUF!

w—1> the union of all FIBs. Note that in this trie, a solid node may have multi-

ple (FIB ID, next hop) pairs. Third, we perform leaf pushing on this trie. Leaf pushing
means to push each solid node to some leaf nodes [Srinivasan and Varghese, 1999]]. Af-
ter leaf pushing, every internal node is empty and has two children nodes; furthermore,
each leaf node v corresponding to a prefix p is solid and has m (FIB ID, next hop) pairs:
(0,n0(p)), (1,n1(p)),---,(m—1,n,_1(p)), which can be represented as an array H where
H[i] = ni(p) for 0 <i <m— 1. Intuitively, we overlay all individual tries constructed from
the m FIBs, stretch all tries to have the same structure, and then perform leaf pushing on all
tries.

Based on the overlay trie, we run the SAIL_L lookup algorithm. Note that in the result-
ing data structure, in each next hop array Nj¢, Va4, Oor N3,, each element is further an array
of size m. Figure [3-6] shows two individual tries and the overlay trie.

Lookup Process: Regarding the IP lookup process for multiple FIBs, given an IP address
a and a FIB ID i, we first use SAIL_L to find the next hop array H for a. Then, the next
hop for IP address a and a FIB ID i is H|[i].

Two-dimensional Splitting: Regarding memory management, SAIL_M exactly follows
the two-dimensional splitting strategy illustrated in Figure We store BCig, which is
the combination of B¢ and Cj¢, and By4 in on-chip memory, and store the rest four arrays
Nig, Naa, Cyg, and N33 in off-chip memory. The key feature of our scheme for dealing
with multiple FIBs is that the total on-chip memory needed is bounded to 2'6 % 17 4+ 2%% =

2.13MB regardless of the sizes, characteristics and number of FIBs. The reason that we
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Figure 3-6: Example of SAIL for multiple FIBs.

store BC1¢ and B4 in on-chip memory is that given an IP address a, BC¢ and B4 can tell
us on which exact level, 16, 24, or 32 that we can find the longest matching prefix for a. If
it is at level 16 or 24, then we need 1 off-chip memory access as we only need to access
Nig or Nog. If it is at level 32, then we need 2 off-chip memory access as we need to access
C4 and N3,. Thus, the lookup process requires 2 on-chip memory accesses (which are on
BC¢ and B»4) and at most 2 off-chip memory accesses.

FIB Update: Given a FIB update of inserting/deleting/modifying a prefix, we first modify
the overlay trie that the router maintains on the control plane to make the resulting overlay
trie equivalent to the updated FIBs. Second, we modify the lookup data structures in the

data plane to reflect the change of the overlay trie.

3.4.4 Theoretical Bounds for SAILs

SAIL achieves constant yet small on-chip memory as shown in Table For SAIL_B, the
upper bound of on-chip memory usage is (Y.24,27) /1024 /1024 /8 = 4MB. For SAIL_U, the
upper bound of on-chip memory usage is (26 +212 4218 +224) /1024 /1024/8 ~ 2.03MB.
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Table 3.2: Theoretical Bounds for SAILs.

On-chip memory # on-chip mem | # on-chip mem

acc per lookup | acc per update

SAIL_B =4MB 25 1
SAIL_U <2.03MB 4 1
SAIL_L <2.13MB 2 Unbounded
SAIL_M <2.13MB 2 Unbounded

For SAIL_L and SAIL_M, the upper bound of on-chip memory usage is (2!6 4216 %16 +
224)/1024/1024/8 ~ 2.13MB as we have a bitmap at level 16, and we also have a Chunk
ID array at level 16. For on-chip memory accesses, the worst case of all SAIL algorithms
ranges from 2 to 25. For off-chip memory accesses, the worst case of all SAIL algorithms
is bounded to 2. For SAIL_M, the upper bounds for memory usage and the number of
memory accesses are independent of the number of FIBs and the size of each FIB. For
SAIL_B and SAIL_U, they only need 1 on-chip memory access per update. However, the
update complexity of the other two algorithms is unbounded. In summary, as long as a
routers has > 4 MB on-chip memory and the off-chip memory is large enough (> 4GB), the
lookup speed of SAILs will be fast and bounded. No existing algorithms other than SAIL

can achieve this.

3.4.5 Comparison with Typical IP Lookup Algorithms

We qualitatively compare our algorithm SAIL_L with six well known algorithms in Table
[3.3]in terms of time and space. Among all these algorithms, only our algorithm has the
on-chip memory bound, supports four platforms, and supports virtual FIB lookup. Our al-
gorithm is much faster than all the other algorithms as we will demonstrate in §3.5 In the
worst case, our algorithm only needs two off-chip memory accesses. All of these benefits
are attributable to our two dimensional splitting and pivot pushing techniques. Our SAIL_L

algorithm has the following two shortcomings. The first shortcoming of our SAIL_L al-
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Table 3.3: Comparison with Typical IP Lookup Algorithms.

Algorithms Bounded on-chip average lookup speed worst case #off- platform virtual FIBs
memory usage chip mem. acc.

SAIL_L v around 700Mpps 2 CPU, GPU, FPGA, many-core v
PBF X - 25 FPGA X
Lulea X around 100Mpps 12 CPU X
DI18R X around 150Mpps 13 CPU X
PopTrie;g X around 430Mpps 4 CPU X
TreeBitmap X around 25Mpps 6 FPGA X
LC-trie X around 16Mpps 9 CPU X

gorithm is that the update speed in the worst case is unbounded. Fortunately, the average
update speed is 2 off-chip memory access per update. If one cares about the update perfor-
mance most, we recommend the SAIL_U algorithm, which achieves O(1) on-chip update
time, but is slower than SAIL_L. Our SAIL_L algorithm only supports CPU, GPU, FPGA
and many-core platforms, and the second shortcoming is that it currently does not support

multi-core platforms, which will be done in the future work.

3.5 Experimental Results

3.5.1 Implementation

We implemented SAIL_L and SAIL_M on CPU platforms because their data structures
have fewer levels than SAIL_B and SAIL_U, and thus are suitable for a CPU platform. For
our algorithms on CPU platforms, fewer levels means fewer CPU processing steps. Our
CPU experiments were carried out on an Intel(R) Core(TM) 17-3520M. It has two cores
with four threads, each core works at 2.9 GHz. It has a 64KB L1 code cache, a 64KB L1
data cache, a 512KB L2 cache, and a 4MB L3 cache. The DRAM size of our computer is

8GB. The actual CPU frequency that we observe in our experiments is 2.82GHz.
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3.5.2 Experimental Setup

To obtain real FIBs, we used a server to establish a peer relationship with a tier-1 router
in China so that the server can receive FIB updates from the tier-1 router but does not
announce new prefixes to the tier-1 router; thus, gradually, the server obtained the whole
FIB from the tier-1 routerﬂ We use Quagga to dump the FIB every hour [Quagga, 2018]].
We captured real traffic in one of the tier-1 router’s interfaces for the first 10 minutes of
each hour between October 22nd 08:00 AM 2013 to October 23rd 21:00 PM.

Prefix Hit Analysis. For the FIBs in most backbone routers, the traffic hits the prefixes
of length <= 24. For the FIBs in AS border routers, there could be more traffic hitting
prefixes of length > 24. As a result, the lookup speed of SAILs could be slower. However,
the worst case of lookup speed is still 2 off-chip memory accesses.

In addition, the datasets of routing tables provided by RIPE NCC are archives of
the snapshots. we downloaded 18 snapshots from www.ripe.net [RIPE Network Co-
ordination Centre, 2017]. The first six snapshots were collected from rrc00 is 8:00
AM on January lIst of each year from 2008 to 2013, respectively, and are denoted by
FIB>oog, FI1B2009, - - - , FIBy13. The other twelve snapshots were taken at 08:00 AM on Au-
gust 8 in 2013 from 12 different collectors, and are denoted by rrc00, rrcO1, rrc03, - - - rrc07,
rrcl0,---  rrcl5. We also generated 37 synthetic traffic traces. The first 25 traces contain
packets with uniformly random destinations from the IPv4 address space [0, 232 — 1].
The other 12 traces were obtained by generating traffic evenly for each prefix in the 12
snapshots from the 12 collectors at 08:00 AM on August 8 in 2013. We call such traffic
prefix-based synthetic traffic. The prefix-based traffic is produced as follows: we generally
guarantee that each prefix is matched with equal probability. In practice, however, when
we generate traffic for a prefix, the produced traffic could match longer prefixes because

of the LPM rule. We do not change the order of synthetic traffic. Specifically, given two

't is hardly feasible to dump the FIB of a tier-1 router to hard disk, as the overhead incurred on the router
is expensive and we are not permitted to do that due to the administrative policy.
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Table 3.4: The percentage of long prefixes of 23 IPv4 FIBs.

FIBs Total Prefixes | Long Prefixes Percentage of
Long Prefixes
rrc00-2002 114069 2741 2.40%
rrc00-2003 121562 1709 1.41%
rrc00-2004 133214 1376 1.03%
rrc00-2005 165786 9768 5.89%
rrc00-2006 180150 1800 1.00%
rrc00-2007 210072 2564 1.22%
rrc00-2008 245393 4117 1.68%
rrc00-2009 291967 6293 2.16%
rrc00-2010 322152 6562 2.04%
rrc00-2011 348804 3780 1.08%
rrc00-2012 414300 5453 1.32%
rrc00-2013 495401 12178 2.46%
rrc01-2013 460380 1576 0.34%
rrc03-2013 476281 8492 1.78%
rrc04-2013 470772 5495 1.17%
rrc05-2013 467315 1179 0.25%
rrc06-2013 467915 1561 0.33%
rrc07-2013 465539 7034 1.51%
rrc10-2013 467723 6718 1.44%
rrcl11-2013 472589 7357 1.56%
rrcl12-2013 191601 2440 1.27%
rrc13-2013 373475 28216 7.55%
rrc14-2013 408900 4296 1.05%
rrc15-2013 371877 3094 0.83%

prefixes aj, az, suppose ay is after aj in the FIB, then the synthetic traffic for a; is also after
those for aj. We make the source code for synthetic traffic publicly available at [Yang,
2014].

As the website of ripe.net which is actually the largest open website for FIBs has FIBs
from only these locations, we conducted experiments on all available FIBs. We have con-
ducted experiments to test the percentage of longer prefixes, and the results are shown in

Table This table shows that the percentages of long prefixes in FIBs from different
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locations and different years are similar, around 1% to 2%.

We evaluated our algorithms on four metrics: lookup speed in terms of pps (# of packets
per second), on-chip memory size in terms of MB, lookup latency in terms of microsecond,
and update speed in terms of the total number of memory accesses per update. For on-chip
memory sizes, we are only able to evaluate the FPGA implementation of SAIL algorithms.
For lookup latency, we evaluated our GPU implementation because the batch processing
incurs more latency.

We compared our algorithms with six well-known IP lookup algorithms: PBF [Dharma-
purikar et al., 2003]], LC-trie [Nilsson and Karlsson, 1999], Tree Bitmap [Eatherton et al.,
2004]], Lulea [Degermark et al., 1997], DXR [Zec et al., 2012], and Poptrie [Asai and
Ohara, 2015]. For DXR, we implemented its fastest version — D18R. We validated the
correctness of all algorithms through exhaustive search: we first construct an exhaustive
232 = 4G lookup table where the next hop of an IP address a is the a-th entry in this table;
second, for each IP address, we compare the lookup result with the result of this exhaustive

table lookup, and all our implementations pass this validation.

3.5.3 Performance on CPU

We evaluated the performance of our algorithm on CPU platforms in comparison with LC-
trie, Tree Bitmap, Lulea, DXR’s fastest version — D18R, and Poptrie. The CPU has two
cores, but we only use one core to perform the lookups for all algorithms. We exclude PBF
because it is not suitable for CPU implementation due to the many hashing operations.
Our experimental results show that SAIL_L is several times faster than LC-trie, Tree
Bitmap, Lulea, D18R, and Poptrie. For real traffic, SAIL_L achieves a lookup speed
of 673.22~708.71 Mpps, which is 34.53~58.88, 29.56~31.44, 6.62~7.66, 4.36~5.06,
1.59~1.72 times faster than LC-trie, Tree Bitmap, Lulea, D18R, and Poptrie, respectively.
For prefix-based synthetic traffic, SAIL_L achieves a lookup speed of 589.08~624.65
Mpps, which is 56.58~68.46, 26.68~23.79, 7.61~7.27, 4.69~5.04, 1.23~1.32 times
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Figure 3-7: Lookup speed with real traffic and real FIBs.

faster than LC-trie, Tree Bitmap, Lulea, D18R, and Poptrie, respectively. For random
traffic, SAIL_L achieves a lookup speed of 231.47~236.08 Mpps, which is 46.22~54.86,
6.73~6.95, 4.24~4.81, 2.27~2.31, 1.13~1.14 times faster than LC-trie, Tree Bitmap,
Lulea, D18R, and Poptrie, respectively. Figure shows the lookup speed of these 6
algorithms with real traffic on real FIBs. The 12 FIBs are the 12 FIB instances of the same
router during the first 12 hours period starting from October 22nd 08:00 AM 2013. For
each FIB instance at a particular hour, the real traffic that we experimented with is the 10
minutes of real traffic that we captured during that hour. Figure[3-8|shows the lookup speed
of these 6 algorithms with prefix-based synthetic traffic on the 12 FIBs downloaded from
www.ripe.net. Figure|3-9|shows the lookup speed of these 6 algorithms with uniformly
random traffic on FIB»o13. From these figures, we further observe that for each of these
6 algorithms, its lookup speed on real traffic is faster than on prefix-based traffic, which

is still faster than that on random traffic. This is because real traffic has the best IP local-
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ity, which results in the best CPU caching behavior, and random traffic has the worst IP
locality, which results in the worst CPU caching behavior.

As shown in Figure [3-10] the percentages of 25 traffic traces with more than 24 bits
matching prefix length range from 0.021% to 0.025%. These percentages are much smaller
than the ratio of longer prefixes of the FIB (2.3%), because longer prefixes cover smaller

232-8 while

ranges. For example, a leaf prefix node at level 8 covers a range with a width of
a prefix node at level 32 only covers a range with a width of 1. All IP lookup algorithms
perform much slower because the cache behaviour is very poor when randomly choosing
an IP address from the 4GB space.

We now evaluate the FIB update performance of SAIL_L on the data plane. Figure

[3-11] shows the variation of the number of memory accesses per update for 3 FIBs (rrc00,

rrc01, and rrc03) during a period with 319 %500 updates. The average numbers of memory
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Figure 3-9: Lookup speed with random traffic on F/B>¢13.

accesses per update for these three FIBs are 1.854, 2.253 and 1.807, respectively. The
observed worst case is 7.88 memory accesses per update.

We now evaluate the lookup speed of SAIL_M for virtual routers. Figure[3-12]shows the
lookup speed of SAIL_M algorithm as the number of FIBs grows, where x FIBs means the
first x FIBs in the 12 FIBs rrc00, rrcO1, rrc03, - --rrc07, rrcl0,---  rrclS, for both prefix-
based traffic and random traffic. This figure shows that on average SAIL_M achieves 132
Mpps for random traffic and 366 Mpps for prefix-based traffic.

Lookup speed vs. percentage of long prefixes. As shown in Figure the lookup
speed of SAIL_L degrades to 448~467Mpps, 357~380Mpps, 271~296Mpps for having
1%,5%,10% of longer prefixes, respectively. We also compared SAIL_L with Poptrie,
which has lookup speeds of 162~296Mpps, 150~234Mpps, 124~186Mpps for having
1%,5%,10% of longer prefixes, respectively. In conclusion, SAIL_L is 1.47 ~ 2.83 times

faster than Poptrie. The performance degradation of both algorithms is mainly because
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all the longer prefixes are generated randomly, and the resulted lookup tables have more
chunks to maintain comparing with the real FIBs that have better locality.

We exploit technological improvements that the authors of the other algorithms did
not have available [Xie et al., 2018a]]. Basically, the amount of on-chip memory we have
is vastly superior to what there was 10 years ago [Xie et al., 2017, Xie et al., 2018b],
and already larger than the theoretical maximum value (4MB) that SAIL needs. So we
can implement our lookup algorithm in a much more straightforward way than the others
could. So we basically avoid some of the complexities they had to put in to fit whatever
was available at the time.

The key idea of Poptrie [Asai and Ohara, 2015]] is similar to Lulea [Degermark et al.,
1997] as they both compress the next hop arrays based on bitmaps to achieve high mem-
ory efficiency. In Poptrie, it uses an SIMD (Single Instruction Multiple Data) instruction
named Population Count (i.e., POPCNT) which can count the number of 1s in a bitmap.
As POPCNT is optimized by CPU internal logics, it is much faster than software solutions
for counting 1s. Lulea was proposed in 1997 when CPUs did not support POPCNT. Thus,

Poptrie achieves faster speed than Lulea. Poptrie has four weaknesses when compared with
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SAIL. First, Poptrie has no memory upper bound and many more memory accesses in the
worst case. However, SAIL_L has an upper bound (i.e., 2.13MB) for on-chip memory
usage, and at most 2 off-chip memory accesses per lookup. Second, SAIL is consider-
ably faster than Poptrie. Our experimental results on real and synthetic datasets in Section
VI.C show that SAIL_L is 1.47 ~ 2.83 times faster than Poptrie. Note that the Poptrie
authors did not use our open-sourced SAIL implementation [Yang, 2014]]; instead, they
implemented SAIL by themselves without publishing the code, we believe their implemen-
tation probably introduces some unnecessary overhead that could potentially degrade the
performance of SAIL algorithm. And we use their open-source codes to conduct exper-
imental comparison. Third, Poptrie was only implemented in CPU platform, and cannot
be implemented on other platforms that do not support POPCNT, such as Many-core plat-

form Tirela [Tilera, 2014] and FPGA [Xilinx, 2018]] platform. Fourth, the query speed of
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POPCNT will degrade linearly as the number of virtual FIBs increases.

Moreover, the Poptrie paper claims that a previous version of SAIL cannot compile due
to its structural limitation. In our previous paper, in level 16, we indeed use 1 bit as flag,
and other 15 bits as next hop or ID of chunks. When the FIB is very large, 15 bits for
chunk IDs could not be enough. This small problem can be addressed very easily: we can

use only 16 bits for next hop or chunk ID, and use additional 2! bits as the flag.

3.6 Scalability for IPv6

3.6.1 SAIL for Small IPv6 FIBs

Our SAIL framework is mainly proposed for IPv4 lookup; however, it can be extended for
IPv6 lookup as well. An IPv6 address has 128 bits, the first 64 bits represent the network
address and the rest 64 bits represent the host address. An IPv6 prefix has 64 bits. The

real IPv6 FIBs in backbone routers from www. ripe.net|only have around 14,000 entries,
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which are much smaller than IPv4 FIBs. To deal with IPv6 FIBs, we can push trie nodes
to 6 levels of 16, 24, 32, 40, 48, and 64. To split along the dimension of prefix lengths, we
perform the splitting at level 48. In other words, we store the and chunk ID arrays of levels
16, 24, 32, 40, and the array of level 48 in on-chip memory. Our experimental results show
that the on-chip memory for an IPv6 FIB is about 2.2MB. Although the on-chip memory
usage for IPv6 is much larger than that for IPv4 in the worst case (because IPv6 prefix
length are much longer than IPv4), as IPv6 FIB sizes are currently orders of magnitude

smaller than IPv4 FIB sizes, the one-chip memory usage for IPv6 is similar to that for [Pv4

in today’s Internet.
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3.6.2 SAIL for Large IPv6 FIBs

For large IPv6 FIBs, since IPv6 addresses are much longer than IPv4 addresses, we can
combine the methods of bitmaps in SAIL_U and Bloom filters. Specifically, we can split
the prefix length into several parts. Here we give an example (see Figure [3-14): length
0~24, length 25~34, length 35~44, length 45~54, and length 55~64. We propose a
hybrid scheme that uses bitmaps for the prefixes with length 0~24 and Bloom filters (BF)
for others. Bloom filters have false positives whereas bitmaps do not have them. The worst
case of using a Bloom filter (PBF [Dharmapurikar et al., 2003]) is when all Bloom filters
report true. Although this worst case happens with an extremely small probability, we need
to check all the hash tables at level 25 ~ 64, which is time-consuming.
Pivot inheritance: To reduce the overhead in the worst case, we propose a novel scheme
named Pivot inheritance. Pivot inheritance is similar to our pivot pushing scheme. First,
similar to pivot pushing, we choose several pivot levels. Second, for each pivot level, we
only focus on the Internal and Empty nodes (IE nodes). For each IE node, we set its next
hop to the next hop of its nearest ancestor solid node. After the IE nodes inherit next hops,
we call them pivot nodes. Then we show how pivot inheritance alleviates the worst case.
Basically, after using pivot inheritance, we insert those pivot nodes in the corresponding
hash table, but do not insert them in the Bloom filters.
Example: For example, as shown in Figure we select these pivot levels: 24, 34, 44,
and 54, and then carry pivot inheritance at these pivot levels. Then, we insert pivot nodes
(their prefixes and next hops) into the corresponding hash tables at the pivot levels. Given
an incoming IP address @, when a matches an internal node at level 24 and all Bloom
filters report true, we have the worst case. In this case, our lookup scheme proceeds in the
following steps (see Figure [3-13):

Step I: We search a in the hash table at level 44: if the hash table reports a miss, then

go to step II; if the hash table reports a leaf node, then the algorithm ends; if the hash table
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reports an internal node, then go to step III;

Step II: We search a in the hash table at level 34: if the hash table reports a miss, then
we know that the matched level is in 24~33; if the hash table reports a leaf node, then the
algorithm ends; if the hash table reports an internal node, then we know that the matched
level is in 34~43;

Step III: We search a in the hash table at level 54: if the hash table reports a miss,
then we know the matched level is in 44~53; if the hash table reports a leaf node, then the
algorithm ends; if the hash table reports an internal node, then we know the matched level
is in 54~64.

Thus, the worst case of the number of hash table searches can be reduced from 40 to 12.
More pivot levels can further reduce the number of hash table searches at the cost of more
off-chip memory usage. The overhead of our method is reasonably more off-chip memory
usage, and we will show it in the experimental results. We need a flag with 2 bits for each

node to indicate whether the node is a leaf node, or an internal node, or a pivot node.

3.6.3 Experimental Results for Large IPv6 FIBs

Table 3.5: On-chip memory usage

FIBs | #prefixes (K) | BF memory (MB) | total memory (MB) | free memory (%)
rrc00 455.9 1.04 5.04 24%
rrcO1 422.6 0.97 4.97 25%
rrc03 4379 1.00 5.00 24%
rrc04 432.5 0.99 4.99 24%
rrc05 429.5 0.98 4.98 24%
1rc06 430 0.98 4.98 24%
rrc07 428 0.98 4.98 25%
rrc10 429.6 0.98 4.98 24%
rrcl 434.6 0.99 4.99 24%
rrcl2 175.8 0.40 4.40 33%
rrcl3 3427 0.78 4.78 28%
rrcl4 375.7 0.86 4.86 26%
rrcl5 340.7 0.78 4.78 28%
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Experimental Setup

The real-world IPv6 FIBs are small and only have around 13K entries. To evaluate the
performance of our algorithm for large IPv6 FIBs, we synthesize IPv6 FIBs based on the
real IPv4 FIBs downloaded from www.ripe.net [RIPE Network Coordination Centre, 2017]]
using the synthetic method proposed in [Wang et al., 2004]]. The sizes of synthetic large
IPv6 FIBs are similar to those of IPv4 FIBs. The IPv6 FIB sizes are around 10K, while the
IPv4 FIB sizes are around 660K in 2017, 66 times larger. The IPv4 FIBs increase around
15% every year. Suppose IPv6 FIBs also increase 15% every year. Then it will take 30
years for IPv6 FIBs to reach the current size of IPv4 FIBs. We conduct experiments for
large IPv6 FIBs (see Table[3.5), and results show that our algorithm works well. This means
that our algorithm have the potential to work well for next 30 years without upgrading

hardware.

On-chip Memory Usage

The on-chip memory usage of our scheme includes two parts: 24 bitmaps and 40 BFs. The
maximum memory usage of 24 bitmaps is 4MB. We evaluate the memory usage of 40 BFs
using parameters: k = 13 and m/n = 18.755. The experimental results are shown in Table
[3.5] when using synthetic large IPv6 tables. We generate one IPv6 table according to one
IPv4 FIB. The sizes of synthetic IPv6 FIBs are similar to the corresponding IPv4 FIBs.
For example, the size of IPv4 table rrc00 is 455,900, and the size of the synthetic IPv6
table is also 455,900. The number of prefixes at level 25~64 is around 400K, and the BF
memory usage is around 1MB. Thus, the total memory is around SMB, while the on-chip
memory capacity of old-fashioned FPGA is 6.6MB [Xilinx, 2018|]. Modern ASICs have
50~100MB on-chip memory [Miao et al., 2017]].
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Additional Off-chip Memory Usage

With pivot inheritance, the worst case of this hybrid scheme can be reduced to 12 hash table
searches when using 4 pivot levels. The overhead of pivot inheritance is the additional off-

chip memory usage.
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Figure 3-16: The number of pivot nodes at the pivot levels.

We carry out pivot inheritance using the large synthetic IPv6 FIBs based on the IPv4
FIBs downloaded from [RIPE Network Coordination Centre, 2017]. We choose the four
levels (24, 34, 44, and 54) as the pivot levels. In practice, for IPv4 FIBs, users can flexibly
choose appropriate pivot levels. Here we only show an example for synthetic FIBs. It
can be observed from Figure [3-16] that the number of pivot nodes is around 300K at level
24, but only 1K at level 54. The total number of pivot nodes is a little larger than the
size of synthetic IPv6 FIBs. Fortunately, these pivot nodes only consume additional off-
chip memory, but do not consume on-chip memory at all. We show that the additional
and total memory usage using pivot inheritance in Figure It also shows the memory

usage of Tree Bitmap on large synthetic FIBs. The source code of Tree Bitmap is available
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at [Yang, 2014]]. For the sake of simplicity, we assume that all off-chip data structures use
hash tables. To achieve small probability of hash collisions, we set the load factor to be
0.1. This means that for n elements, we use 10 x n hash buckets. Using these parameter
settings, the experimental results are shown in Figure[3-17] It can be seen that the additional
memory usage ranges from 22.8 MB to 56.9 MB with a mean of 49.6 MB, while the total
memory usage ranges from 39.3 MB to 99.3 MB with a mean of 86.5 MB. Nowadays, the
off-chip memory capacity is about 100 times of the above total memory usage of the hash
tables. Since the off-chip memory is cheap, the overhead of pivot inheritance is reasonable
and affordable. Experimental results also show that the total memory usage of Tree Bitmap
ranges from 28.7 MB to 71.1 MB with a mean of 61.8, and it is about 71.4 % of that of
our SAIL algorithm. However, Tree Bitmap does not split the memory into on-chip and
off-chip memory, and one lookup needs multiple off-chip memory accesses. In contrast,
we only need less than 5 MB on-chip memory usage, and 10x buckets in the off-chip hash

tables to achieve the speed of about 1 off-chip memory access per lookup.
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Analysis of IPv6 lookup performance: In the best case, only one Bloom filter reports
yes, then the lookup needs one hash table probe, i.e., one memory access [Dharmapurikar
et al., 2003]. In the worst case, the longest matched prefix is at level 24 or 54, and all
Bloom filters report yes. Then, our algorithm needs 2 + 10 hash table probes. As we use 13
hash functions for each Bloom filter, the false positive rate is 0.5!3 = 2713 when using the
optimal setting. The probability that the worst case happens is 0.513+10=1) — =117 O

average, each lookup needs around one hash table probe.

3.7 Summary

We make four key contributions in this chapter. First, we propose a two-dimensional split-
ting approach to IP lookup. The key benefit of such splitting is that we can solve the sub-
problem of finding the prefix length < 24 in on-chip memory of bounded small size, with
the help of our proposed pivot pushing algorithm. Second, we propose a suite of algorithms
for IP lookup based on our SAIL framework. One key feature of our algorithms is that we
achieve small constant IP lookup time and on-chip memory usage. Another key feature is
that our algorithms are cross-platform as the data structures are all arrays and only require
four operations of ADD, SUBTRACTION, SHIFT, and logical AND. Note that SAIL is
a general framework where different solutions to the sub-problems can be adopted. The
algorithms proposed in this chapter represent particular instantiations of our SAIL frame-
work. Third, we extend our SAIL approach to IPv6, and proposed a hybrid scheme. To
improve the performance of synthetic large IPv6 FIBs in the worst case, we propose a novel
technique called pivot inheriting. Fourth, our algorithms support four platforms (namely
FPGA, CPU, GPU, and many-core) and we conducted extensive experiments to evaluate
our algorithms using real FIBs and traffic from a major ISP in China. Our experimental
results show that our SAIL algorithms are several times or even two orders of magnitude

faster than the well known IP lookup algorithms. Furthermore, we have open sourced


http://net.pku.edu.cn/~yangtong/pages/SAIL.html
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our SAIL_L algorithm and four well known IP lookup algorithms (namely LC-trie, Tree

Bitmap, Lulea, and DXR) that we implemented.



Chapter 4

Gatekeeper: First Open-source and Deployable
DDoS Mitigation System

This chapter introduces Gatekeeper - the first open-source and deployable DoS mitigation
system. Specifically, Gatekeeper is an architectural approach to mitigating DoS attacks
that is instantly deployable: any autonomous system (AS) can reap the full benefits of
Gatekeeper with its own deployment. Gatekeeper leverages the existing infrastructure of
geographically-distributed and well-provisioned vantage points (e.g., Internet exchanges
and some cloud providers) outside of the deploying AS. Governed by centralized policies
managed by the deploying AS, vantage points can drop attack traffic close to the source
without the coordination of other network operators. Since packet processing is on the
critical path in Gatekeeper, we have to optimize it as much as possible to achieve high per-
formance even in the worst case (i.e., every packet is a request). In the first deployment,
our goal is to achieve 10 Gbps throughput on a single commodity server. This chapter
describes several performance optimization techniques over a baseline implementation to
achieve 10 Gbps throughput. Especially, we rely on batched lookup and memory prefetch-
ing. Moreover, as the ultimate goal of Gatekeeper is to achieve 100+ Gbps throughput on a
single commodity server, we explore several hash table algorithms that will help redesign

the flow hash table in Gatekeeper to further improve its performance.
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4.1 Introduction

According to Arbor Networks [Anstee et al., 2017]], DoS attack has been the top operational
concern among their surveyed entities, including enterprise, government and education
respondents. Since the first 10Gbps DDoS attack in 2005, the peak capacity of DDoS
attacks is more than doubling every two years. In 2018, DDoS attack size exploded to
a record-breaking 1.7Tbps in size [NETSCOUT, 2019], which could have a devastating
impact on most of the targeted victims. Moreover, the number of attacks is more than
doubling every year. Fueled by the advancement of Internet of Things (IoT) and cloud
computing, DoS attacks could have even-higher attack rates [Antonakakis et al., 2017,

NETSCOUT, 2019, Miao et al., 2015].

4.2 Related Work

To defend against DoS attacks, many architectural solutions including [Ferguson and Senie,
2000,Mahajan et al., 2002, Andersen et al., 2003, Anderson et al., 2004,/Yaar et al., 2004, Ar-
gyraki and Cheriton, 2005,/Greenhalgh et al., 2005, Parno et al., 2007, Liu et al., 2008, Dixon
et al., 2008, Kang et al., 2013, Fayaz et al., 2015, Basescu et al., 2015,|Yang et al., 2005]]
have been proposed. Among these solutions, there are two classes that attracted much
of the researchers’ attention: capability-based and filtering-based approaches. Basically,
capability-based solutions require that a source node must first request permission to send
to a destination node, and destination authorizes source for communication. Authorizations
are ultimately substantiated as tokens that packets carry, and routers on the path of commu-
nication validate before forwarding packets. These tokens are called network capabilities.
In contrast, filtering-based solutions require that destinations grant access by default, and
halt access by senders identified as malicious. One can see filtering as a blacklist approach,
where the receivers ask the routers on the path to install network filters for misbehaving

senders. Among them, several solutions offer an incremental deployment plan, however,
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their effectiveness depends on the number of autonomous systems (ASes) that deploy it.
Since these solutions derive much of their effectiveness from network effects, there is min-
imal incentive for pioneering ASes to deploy the solution initially, therefore, they risk never

overcoming the initial activation energy needed to deploy the system widely.

4.3 Gatekeeper Overview

Gatekeeper is the first open-source DDoS mitigation system designed for a single AS, thus
it does not need any collaboration with other ASes. Gatekeeper combines the strength
of both capability and filtering systems. Gatekeeper aims to achieve 10 Gbps throughput
on a single commodity server for the first deployment, and ultimately achieve 100+ Gbps
throughput on a single commodity server. Gatekeeper can be easily scaled to any peak
bandwidth with more nodes, thus it can withstand DoS attacks both of today, and of tomor-
row. Moreover, Gatekeeper takes advantage of the well-provisioned and geographically
distributed vantage points (see §4.3.1)) to match the peak capacity of DDoS attacks. As all
inbound traffic must go through a vantage point, the attack packets can be dropped close to
the source. Gatekeeper centralizes its network policy management in the Grantor servers
(see §4.3.3) at the deploying AS. Grantors make policy decisions on all incoming flows
and install them to Gatekeeper servers (see §4.3.2) located inside vantage points for pol-
icy enforcement. Additionally, Grantors support flexible policies (e.g., blacklist, whitelist,
machine learning-based) to fight multiple multi-vector DoS attacks at once. We have a
fully functional implementation of Gatekeeper, which complies with industry practices and
standards, and is ready for production deployment. The codebase of Gatekeeper is publicly
available on GitHub [Machado et al., 2020] with more than 33 thousands lines of code
(KLOC) and over 700 commits. To the network community, Gatekeeper is a template to
make other architectural solutions deployable by a single AS.

Figure 4-T] gives an overview of Gatekeeper with two highlighted components: Gate-
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Figure 4-1: An overview of the components of Gatekeeper and the role of
vantage points in providing a protective shield around the destination AS.
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keeper servers and Grantor servers. Gatekeeper servers are deployed throughout the Inter-
net at locations called Vantage Points (VPs), which provide a protective shield around the
deploying AS. Internet eXchange Points (IXPs), some cloud providers, and peering links
are examples of vantage points. When a client wants to communicate with a protected des-
tination node, the client must first request permission to send to the destination node from
a Grantor server located in the data center of the defended AS. Grantor servers determine
the fate of requests (e.g., declined, granted with rate limit, etc.) to the protected servers
according to the network policies written by the deploying AS. The policy decisions will
be installed as network capabilities at Gatekeeper servers, which enforce them on all the

incoming traffic to the destinations protected by Gatekeeper.

4.3.1 Vantage Points

A prospective Gatekeeper vantage point (VP) is any network location that meets four re-
quirements: (1) computing capacity, (2) cheap ingress bandwidth, (3) BGP peering, and (4)
private links to the protected AS. (1) and (2) are basic requirements to ensure that the VP
can support the placement of machines to affordably run a DoS mitigation service. Some
candidate VPs, such as cloud providers like Amazon AWS, Microsoft Azure, and Google
Cloud, even provide customers with free inbound data transfers. Requirements (3) and
(4) are motivated by the design of Gatekeeper. BGP peering is needed so that an anycast
network is created by announcing the same BGP route in multiple VPs, where VPs act as
boundaries close to the sources. Finally, (4) is essential because the path between a VP
and the deploying AS must not expose routable addresses to the open Internet. Otherwise,
these links are vulnerable to DoS attacks themselves.

Internet Exchange Points (IXPs) are vantage points by this definition, and they are ideal
locations for deploying Gatekeeper for the following main reasons: (1) IXPs typically pro-
vide services to many ASes, so that the member ASes can share the capital expenditure

necessary for Gatekeeper deployment; (2) The member ASes can deploy Gatekeeper with-
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out cooperation and coordination among them; (3) IXPs have sufficient capacity to absorb
multi-Tbps DDoS attacks; (4) IXPs have experienced network management teams to reduce
the operational costs necessary for Gatekeeper deployment. An example IXP is DE-CIX,
which has more than 800 networks and 25 Tbps connected capacity. Besides, some cloud
providers and peering links are also examples of vantage points. Some VPs, such as cloud
providers, do not provide BGP peering services, but companies such as Datapath.io [Data-

path.io, 2017]] can help Gatekeeper deployments to overcome this hurdle.

4.3.2 Gatekeeper Servers

Gatekeeper servers at multiple VPs use BGP to announce the same network prefixes under
their protection. Thus, an anycast network is created and each traffic source is bound to
a VP. Therefore, all inbound traffic must go through a VP. Inside the VP, the router in
Figure [4-T| connects to the VP and load balances incoming flows to the Gatekeeper servers
using ECMP. Note that a flow is defined as the pair (source, destination) addresses. Each
Gatekeeper server then performs the following tasks: (1) bookkeeping capabilities for each
flow; (2) limiting bandwidth as specified by the capabilities; and (3) encapsulating packets
to send to the Grantor in the destination AS. When a Gatekeeper server does not yet have
a policy decision in its flow table to enforce on a given flow, it encapsulates the packet
of that flow using IP-in-IP, assigns a priority to the encapsulated packet based on the rate
of the given flow (higher priority for lower rates), and forwards it through the request
channel. The request channel is reserved 5% of the bandwidth of the path that goes from a
Gatekeeper server to the Grantor server responsible for the policy decision. Whenever the

request channel exceeds its capacity, packets with the lowest priority will be dropped.

4.3.3 Grantor Servers

As packets sent to Grantor servers are encapsulated using IP-in-IP, Grantor servers need

to decapsulate the packets, make decisions on requesting flows, and forward granted flows
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to their destinations. When processing requests, Grantor checks each request against the
network policies and sends the decisions to the corresponding Gatekeeper servers to en-
force them. In our implementation, a network policy is a Lua script that runs on Grantor
servers. Grantor supports various policies, e.g., blacklists, source address authentication,
control-theoretic methods (AIMD), machine learning techniques (per-AS reputation), ex-
tended Berkeley Packet Filtering (eBPF) programs, and is designed to be extensible. When
processing granted flows, Grantor simply decapsulates the packet and sends it to the desti-

nation.

Background on eBPF

The Berkeley Packet Filter (BPF) was originally developed as a component of the kernel
networking subsystem on Unix-like operating systems to filter unwanted packets as early
as possible [McCanne and Jacobson, 1993], so that it minimized the packet copying from
kernel to userspace processes. These filters are implemented as programs to be run on a
register-based virtual machine. BPF can be used in user space, although it was written for
kernel space. Specifically, it allows user-space programs to securely run inside the kernel.
For example, t cpdump uses BPF to monitor the network traffic. Many architectures (e.g.,
x86_64, ARM) support the just-in-time (JIT) compiler to optimize the BPF programs on
the fly.

The extended Berkeley Packet Filtering (eBPF) was introduced in 3.15 kernel by Alexei
Starovoitov in his patch, which takes advantage of the advancement in modern CPU [Flem-
ing, 2017]]. Specifically, this patch increased the number of registers from two in original
BPF implementation to ten, and the register width from 32-bit to 64-bit. In this way, the
eBPF instructions can be modeled closer to the hardware instruction set architecture (ISA)
for improved performance. Moreover, it allows eBPF programs to call a restricted subset
of kernel functions cheaply. eBPF also provides several pre-defined data structures (e.g.,

map, hash, array) to share data within the kernel or between the kernel and user space. Al-


https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=bd4cf0ed331a275e9bf5a49e6d0fd55dffc551b8

84

though eBPF is very suitable for writing network programs (e.g., enforcing network clas-
sifier actions in Gatekeeper system), nowadays it also has been used in kernel debugging,
performance analysis, monitoring, and even user-space program debugging, etc. Notice
that eBPF programs can be loaded into the kernel through the bpf () system call. Later, the
eBPF in-kernel verifier performs several checks on the eBPF programs to make sure that
they can be run inside the kernel in a safe manner.

Historically, the developers had to write eBPF programs in low-level language. With
the support from compilers, such as LLVM Clang and GCC, the developers can write eBPF
programs in C and then compile them into eBPF bytecodes. The BPF Compiler Collection
(BCC) project even allows developers to write eBPF programs in Python and Lua [IO Visor
Project, 2015]. DPDK provides an BPF library, which allows network applications to load
and execute eBPF bytecode in user-space [DPDK Project, 2020].

In Gatekeeper system, policy decisions can be BPF programs, so they can limit or
act on changes of behavior. We have implemented several examples of BPF programs.
For example, the grantedv2 eBPF program limits traffic with two rate limits: primary and
secondary limits or channels. Specifically, all traffic is subject to the primary limit, and
the undesirable traffic (e.g., fragmented packets) that fits the primary limit is subject to the
second limit. Since Grantors are using Lua to manage their policies, BCC allows Grantors
to create BPF programs on-the-fly inside of the Lua policy, which opens the door to more

flexible and dynamic policies decisions in Gatekeeper.

4.3.4 Queue management

Gatekeeper nodes — Gatekeeper servers and routers on the VP-AS channel — queue packets
according to their type, priority, and destination address (see Figure d-2)). Packet types are
recognized according to the 6-bit Differentiated Services Code Point (DSCP) field of IP
headers: O for operational packets; 1 for granted packets; 2 for granted packets renewing a

capability; and 3 — 63 for capability requests.


https://github.com/AltraMayor/gatekeeper/blob/master/bpf/grantedv2.c
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Figure 4-2: Queue management at Gatekeeper servers and at any capable
router on the VP-AS path.

Each capability request is placed into a priority queue according to the value of its
DSCP field; the higher the priority (i.e. a higher value of the DSCP field), the closer to the
exit of the queue the request is placed. When the queue is full, the request with the lowest
priority is dropped. To help mitigate attacks against the request channel, the request queue
receives only 5% of the bandwidth capacity of the outgoing link. Granted packets, that is,
packets that the destination has previously authorized, are placed in RED queues [Floyd
and Jacobson, 1993]]. The number of queues depends on hardware capacity of the node,
and a queue is chosen by hashing the destination address. The seed of this hash changes
periodically to minimize the effects of hash collisions. The queues used for granted packets
command up to 95% of the bandwidth capacity of the outgoing link. To avoid communi-
cation disruption between routers when the system is under attack, an operational queue
reserves 5% of bandwidth for essential protocols such as ARP, IPv6 ND, ICMP, and BGP.

A critical aspect of our system is the priority allocated to each request packet, which

(in addition to the 5% request channel bandwidth limit) helps prevent attacks on the re-
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quest channel. Since our system is designed to support a single AS, we assume that the
Gatekeeper servers are trusted, which allows us to employ a simpler solution than the one
used in Portcullis [Parno et al., 2007]. For example, the priority assignment algorithm sim-
ply returns the log of the packet’s waiting time, i.e., log,(delta_time). Therefore, senders
who wait longer to send a packet are assigned a higher priority, which is similar to the
exponential back-off method used in Portcullis.

Ideally, all routers between Gatekeepers and destinations use the same queue manage-
ment tools, but this may not always be possible due to legacy routers. We expect that at
least key routers on the VP-AS path enforce the queue management described above. Our
queue management is mostly a refinement of what had been proposed in prior work [[Yang
et al., 2005, Parno et al., 2007]]. To manage the request queue in Gatekeeper servers, we
implement it as a separate functional block - the Solicitor (SOL) block, which is responsi-
ble for maintaining, rate limiting, and sending requests. Request packets are organized by
priority and only permitted a fraction of the link capacity between Gatekeeper and Grantor,
and the Solicitor block enforces these constraints.

To summarize, Gatekeeper is a combination of several previous approaches in the liter-
ature to mitigates attacks. It is a redirection-based architecture in the sense that it redirects
packets bound for a target destination through the Gatekeeper system. It is a capability-
based architecture in the sense that flows have to get permission from Grantor based on a
policy before being allowed to send. And it is a filter-based architecture in the sense that
for packets that are to be dropped, filters are installed upstream (at the Gatekeeper server)

to prevent wasting downstream resources.
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Figure 4-3: Flow entry state transition

4.4 Packet Processing in Gatekeeper

4.4.1 Flow States

In Gatekeeper, each incoming packet will be associated with a flow entry. A flow entry
can be in one of four states: Request, Granted, Declined, and BPF. These states and their
transitions are depicted in Figure[d-3] In general, when a flow entry is first created, its state
is Request. An entry only moves from the Request state to one of the other three states after
the Gatekeeper server processes a reply from a Grantor server. These possible transitions
are named (a), (b) and (c) in the figure. If a Grantor accepts the request, then its flow entry is
at Granted state, and will remain until the state expires. If a Granted state expires, the entry
goes back to Request state (). Gatekeeper will try to renew a Granted state before it expires
(d). If a request is declined, then its flow entry is at Declined state, it only leaves this state
when it expires (f). If a Grantor instructs the corresponding Gatekeeper server to run a BPF
program to enforce policy decisions for the request, then its entry is at BPF state, it only

leaves this state when it expires (g). Gatekeeper will optionally try to renew a BPF state
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before it expires (h). Notice that in BPF state, Gatekeeper will take the flow state associated
with the incoming packet as input of the BPF programs installed by Grantor servers, and
the BPF programs will determine the fate of the incoming packet. Two currently supported

decisions are forwarding the packet and declining the packet.

4.4.2 Packet Processing Algorithms

Algorithm 5: Basic packet processing algorithm in Gatekeeper servers
Input: A packet received from the NIC: pkt
Input: A flow hash table: flow_hash_table
Input: An LPM table: [pm_tbl

init flow /* IP flow placeholder for the packet */
init fe  /* flow entry placeholder for the packet */
init fib  /* FIB entry placeholder for the packet */
flow = extract_packet_info(pkt)
fe = hash_table_lookup(flow_hash_table, flow)
if fe == null then

fib=1pm_fib_lookup(lpm_tbl, flow)

fe = lookup_fe_from_lpm(flow, pkt, fib)
end
10 if fe /= null then
11 ‘ process_flow_entry(fe, pkt)
12 end

DTN HEEN B U7 B N SR S R

Algorithm [5] shows the pseduocode of the basic packet processing algorithm for the
Gatekeeper servers. The capability information is stored in flow entries of the flow hash
table. The policy table is an LPM table including policies on destinations. To summarize,
when a packet arrives at a Gatekeeper server, the server first extracts the packet’s IP flow
information (Line 4), and conducts a flow hash table lookup to find the associated flow
entry (Line 5). If there is no flow entry associated with the incoming packet in the flow
hash table, it looks up the LPM policy table to process the packet accordingly (Lines 6 —
9). We will present how the packet missing the flow hash table lookup is processed by using

the FIB entry obtained from the LPM policy table lookup in Algorithm[6] After obtaining
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the associated flow entry, it processes the packet as the flow entry instructs (Lines 10 —
12), which will be detailed in Algorithm [/ To improve cache locality, instead of storing
the flow entries directly in the flow hash table, we store them in a separate array with the
same size as the flow hash table. Thus, only the index of the flow entry in the array is
stored in the hash table. Moreover, Gatekeeper periodically scans over the flow hash table
to remove the expired ones. Notice that as the packets will be either dropped or sent out,

the algorithms in this and following sections do not return anything unless explicitly stated.

Algorithm 6: Lookup flow entry using the FIB entry from policy table
Input: A packet: pkt
Input: The flow information associated with pkt: flow
Input: FIB information associated with pkt from policy table: fib
Output: The flow entry in the flow hash table associated with pkt

1 init fe  /* flow entry placeholder */
2 switch fib.action do

3 case FWD_GRANTOR do
4 fe = add_flow_entry(flow, pkt)
5 initialize_flow_entry(flow, fe, fib)
6 end
7 case FWD_BACK_NET do
8 ‘ forward_to_back_network(pkt)
9 end

10 otherwise do

11 ‘ drop_packet(pkt)

12 end

13 end

14 return fe

Algorithm [6] shows the pseudocode of the flow entry lookup algorithm given the FIB
entry from the LPM policy table lookup. If the FIB entry from the policy table instructs to
forward the packet to a Grantor server, then it inserts a new flow entry into the flow hash
table and initializes the flow entry (Lines 3 — 6). Gatekeeper also supports flow bypasses
(Lines 7 — 9), which matches flows and forwards them to the back interface accordingly

(e.g., forward the packet to either the gateway or a neighbor in the back network). Bypasses
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Algorithm 7: Packet processing algorithm based on flow state
Input: A packet: pkt
Input: The flow entry associated with the packet: fe

1 if fe.state == REQUESTING then

2 priority = priority_from_delta_time(now, fe)
3 encapsulate(fe, pkt, priority)

4 gk_solicitor_enqueue(pkt, priority)

5 else if fe.state == GRANTED then
6
7
8
9

if is valid capability(fe, pkt)then
‘ encapsulate(fe, pkt, PRIORITY_GRANTED)
else
‘ drop_packet(pkt)
10 end
1 else if fe.state == BPF then
12 | gk_bpf_decide_pkt(fe, pkt)
13 else
14 ‘ drop_packet(pkt)
15 end

from the front to the back interface are expected to bypass ranges of IP addresses that should
not go through Gatekeeper. For example, this can be used for incremental deployment; or
enable a transit AS to bypass peering traffic destined yet to another AS. In those cases,
Gatekeeper only needs to update the Ethernet header by changing its destination Media
Access Control (MAC) address accordingly.

If the FIB entry instructs to take other actions, then the packet will be dropped (Lines 10
— 12). Finally, the function returns a flow entry fe, which is associated with the packet (Line
14). Note that this function will be only called for a request packet, as Gatekeeper will find
a flow entry for packets associated with other states. After obtaining the flow entry, Algo-
rithm[5|will process that packet based on the flow state by calling process_flow_entry ().

Algorithm [/| shows the pseudocode of the packet processing algorithm for packets as-
sociated with different flow states. More specifically, when a flow entry is at request state,
all Gatekeeper does is to compute the priority of the packet, to encapsulate the packet as a

request, and to put this encapsulated packet in the request queue managed by the Solicitor
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block (Lines 2 — 4). Notice that the flow entry has the information about the last time
that Gatekeeper sees a request packet from this flow. When a flow entry is at granted state,
Gatekeeper processes the packet by verifying its capability stored in the flow entry (Line
6). If its capability is valid, then Gatekeeper encapsulates the packet as a granted packet
(Line 7). Otherwise, the packet will be dropped (Line 9). When the flow entry is at BPF
state, Gatekeeper calls the BPF program to determine the fate of the packet (i.e., forward
or decline) (Line 12). Once the flow is authorized by the BPF program, the policy decision
has an option named direct_if_possible, when this option is set, packets belonging to
this flow can be directly sent to the destination bypassing the Grantor servers. In this way,
one would expect to reduce the load for the Grantor servers as the granted packets can be
sent to the destinations bypassing the Grantor servers. When a flow entry is at other state,
Gatekeeper processes the packet by initializing a flow entry and dropping the packet (Line
14).

4.5 Gatekeeper Optimization
4.5.1 Utilizing Modern NICs

Fast NICs, such as NICs with 10 Gbps and 100 Gbps speed, generate more packets than
a single [core can process in Gatekeeper. Notice that an Icore refers to a logical execution
unit of the processor, sometimes called a hardware thread. Therefore, Gatekeeper needs to
load balance these packets through a number of Icores to process all of them without any
packet drops. To solve this issue, we investigated several techniques: (1) hardware-based
solutions, like flow steering, implemented as Intel Ethernet Flow Director [Intel, 2015]] and
Receive-Side Scaling (RSS); and (2) software-based solutions, like DPDK packet distrib-
utor library, and the load balancer application [DPDK Project, 2018]. Because software-
based solutions can introduce non-negligible overhead, especially with fast networks, and

may even not guarantee in-order packet delivery, we choose the hardware-based solutions.
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Our solution is to use multi-queue and RSS (see §4.5.1)) to create a queue in the NIC for
each Icore, and asks the NIC to hash the pair (source, destination) IP addresses of packets
and place the packets in queues based on the hash values. Moreover, it uses hardware
offloading (e.g., IP and UDP checksum) to save CPU cycles, hardware filters to direct
specific flows to specific queues for specific functional blocks, and hardware transactional
memory for efficient synchronization if these hardware features are available. Otherwise it
falls back to the software implementation. Notice that the hardware features are essentials
for achieving high speed packet processing with minimum number of CPU cores. In the

following sections, we will illustrate the key NIC hardware features.

NICs with RSS

Specified header fields
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Figure 4-4: NIC RSS for received packets distribution.

RSS can efficiently distribute the network received packets across multiple CPU cores

in a multi-core system. To fully utilize the potentials of the modern multi-core CPUs, we
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choose NICs with the multi-queue and RSS support as shown in Figure -4, The multi-
queue support allows different CPU cores to access the NIC without contending with each
other. In our example, we assume the i-th CPU core only processes the packets from the
NIC queue i, indicated by the redirection table.

Specifically, a NIC with RSS support uses a RSS hash function to compute a hash
value over a defined area, specified by a hash type, within the received network packet.
The defined area can be non-contiguous. In Gatekeeper, the defined area is the IP pair
of source and destination addresses. Then, seven least significant bits (LSBs) of the hash
value are used to index a redirection table, which is configured when Gatekeeper boots.
The values in the redirection table are used to assign the received packet to a queue, and the
packet is further processed by the corresponding CPU core. In order to calculate the RSS
hash value, the hash function needs to take a secret key of the RSS hash (RSK) as input.
Gatekeeper randomizes the RSK in order to avoid hackers to know it. Interested readers
can find the RSK generation algorithm (i.e., the function randomize_rss_key () ) from our
Gatekeeper repository. From the example, we know that modern NICs with RSS support
have two main advantages: (1) RSS enables the NIC to distribute a subset of incoming
packets to different CPU cores; (2) RSS ensures that packets belonging to the same flow
will be processed by the same Icore in the order that they arrive at Gatekeeper server, thus it
avoids out-of-order packet delivery. Notice that the 32-bit RSS hash value calculated by the
NIC hardware will be carried in the packet’s metadata. As the flow hash table lookup will
use this hash value for faster lookup, we extended the flow entry data structure to include
this RSS hash value. It is essential to achieve high performance in hash table lookup and

save significant amount of CPU cycles.

Other NIC features

It would be nice for the best performance if the NICs could support the following features

in hardware: (1) L2 Ethertype filters: these filters identify packets by their L2 Ethertype
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and assign them to specific receive queues; (2) N-tuple filter: these filters identify spe-
cific L3/L4 flows or sets of L3/L.4 flows; (3) Hardware offloading for IP and UDP headers
checksum: as all packets that Gatekeeper decides to forward are encapsulated, and en-
capsulating packets should be done with minimum effort. These offloading features can
save non-negligible amount of CPU cycles. (4) VLAN stripping for saving CPU cycles.
We have already implemented the software version of these features, if Gatekeeper de-
tects that they are not supported in hardware, it will fall back to their software equivalents.
Another important feature expected from the mainboard/CPUs in order to reach the best
performance is the hardware memory transactions (HTM), which increases the simplicity

of synchronization without sacrificing performance.

4.5.2 Dealing with Hash Table Insertion Failures

Gatekeeper will always insert new flow entries into the flow hash table in the worst case,
and insertion failures become common even as Gatekeeper aggressively scans over its flow
hash table to remove expired flow entries. As Cuckoo hashing is commonly used by soft-
ware systems (e.g., CuckooSwitch [Zhou et al., 2013]]) for high performance and has been
implemented as part of the DPDK hash table library, we use it to manage the flow entries
for Gatekeeper’s first deployment. However, Cuckoo hashing is known to have great per-
formance degradation when the hash table is near full [Herlihy et al., 2008]]. This is because
each flow entry has two candidate buckets, cuckoo hashing tries to repeatedly move flow
entries around if the candidate buckets are full until one empty slot is found or the maxi-
mum number of moves (1000 as default in DPDK) has reached [Pagh and Rodler, 2001].
To solve the performance degradation issue, the key insight is that having a single failure
per batch may be bearable. Given a batch of received packets, Gatekeeper tries to add all
new flows, but if one addition fails for the batch of received packets, it terminates early and
does not try all the other flows to be added in that batch. The reason is that under DDoS

attacks, the resources of the server are limited, and Gatekeeper cannot insert all the flows
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into the hash table. To insert them successfully, Gatekeeper has to heuristically remove the
existing flow entries from the table and tries to add the new flow entry again, which is quite

costly. Instead, Gatekeeper gives this flow a chance sending a request to Grantor servers.

4.5.3 Group Prefetching (GP)

In Algorithm [5] Gatekeeper processes one packet each time. However, as modern CPUs
allow multiple memory loads in flight at a time, this single packet processing suffers from
low memory bandwidth utilization. As a consequence, the performance of Gatekeeper is
severely restricted by the memory access latency. As group prefetching needs to split the
code into different stages, a naive solution is to put all the code into one single function.
However, in a complex system like Gatekeeper, each high-level component or code stage
can be an independent module or even third-party libraries (e.g., hash table library and
LPM library) that implement their own data structures. The naive solution is unrealistic,
thus we choose to apply group prefetching to each component or code stage separately.

As can be seen in Algorithm [5] the basic packet processing algorithm can be splitted
into four code stages: (1) extract the packet information, including its IP flow informa-
tion; (2) lookup the flow hash table; (3) lookup the LPM policy table; (4) process the
packet as the flow entry instructs. An incoming packet does not necessarily have to go
through all the four code stages. To improve the performance of Gatekeeper, we batch
the packet processing with group prefetching in Algorithm [§] Note that we use a sim-
plified version for the sake of presentation without considering many corner cases. For
example, prefetching a null pointer could hurt performance. We use the DPDK memory
prefetching function call rte_prefetch0() to prefetch a cache line into all cache lev-
els. Moreover, we hide the implementation details of the batched lookup functions (e.g.,
batched_hash_table_lookup ()) and use a variable n as the batch size. One needs extra
work to tune the best settings for parameters such as n. For the LPM policy table lookup,

one can optimize it for only packets missing the hash table lookup.
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Algorithm 8: Group prefetching-based packet processing algorithm

o 0 NN N T R W N -
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11
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17
18
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21
22
23
24
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26
27
28
29
30

Input: A batch of packets received from the NIC: pkts
Input: Batch size: n

Input: A flow hash table: flow_hash_table

Input: An LPM table: [pm_tbl

init
init
init

flow_arr[n] /* IP flow array placeholder */
fe_arr[n] /* flow entry array placeholder */
fib_arr[n] /* FIB entry array placeholder */

PREFETCH_OFFSET =4
fori < O to PREFETCH_OFFSET —1do

end

prefetch (pkts[i])

fori < Oton— PREFETCH_OFFSET —1do

end

prefetch (pkts[i + PREFETCH_OFFSET))
flow_arr[i] = extract_packet_info(pkts[i])

for i<~ n— PREFETCH_OFFSET ton—1do

end

flow_arr[i] = extract_packet_info(pkts[i])

fe_arr = batched_hash_table_lookup(flow_hash_table, flow_arr, n)
fori<Oton—1do

end

prefetch_flow_entry (fe_arr[i])

fib_arr =batched_lpm_fib_lookup(lpm_tbl, fe_arr, n)

fori<Oton—1do

| prefetch (fib_arr(i])
end
fori+ Oton—1do

end

if fe_arr[i] == null then
‘ fe_arr[i] = lookup_fe_from_lpm(flow_arr[i], pkts[i], fib_arr[i])
end
if fe_arr[i] /= null then
‘ process_flow_entry(fe_arr[i], pkts[i])
end
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Algorithm [§] adds memory prefetching for the packet data, flow entry and FIB entry
associated with the packet, before accessing it. The purpose of prefetching the packet data
is to load the packet headers (up to the IP header) into the CPU cache, so that it can parse
the packet faster (Lines 6 and 9). Basically, it issues a memory prefetch for each packet
(64 bytes or 128 bytes depending on the hardware), which is enough to load an Ethernet
header (14 bytes), an optional Ethernet VLAN header (8 bytes), and either an IPv4 header
without options (20 bytes), or an IPv6 header without options (40 bytes). For IPv4 packet,
the total size of the headers is as 14 + 8 + 20 = 42 bytes), while for IPv6 packets, the total
size 1s 144 8 440 = 62 bytes. Notice that instead of issuing prefetches over all the pack-
ets in the batch before accessing them, the algorithm has a parameter, PREFETCH_OFFSET
(Line 4), to control the software prefetching distance, so that one can expect to have timely
prefetches. Otherwise, the demand request may arrive either early or late, leading to less
effective prefetches. Moreover, issuing all the prefetches at the same time may become less
effective when the number of issued prefetches in parallel exceeds the maximum number
of prefetching streams that the CPU can handle at the same time. Therefore, algorithm
tries to interleave the memory prefetches for packet headers and the packet information
extraction. To prefetch the flow entries, it needs to issue one or two prefetches depending
on the hardware, as its size is greater than 64 bytes (Line 17). Notice that the only oc-
casion that lookup_fe_from_lpm() returns a flow entry is when the corresponding FIB
entry is at FWD_GRANTOR state. In this state, initialize_flow_entry () writes the flow
entry without reading anything from the content of the flow entry. Therefore, the algorithm
does not add any memory prefetching after calling 1ookup_fe_from_lpm(). Moreover, it
issues a memory prefetching for the FIB entry (Line 21) when the packet misses the hash
table lookup. Besides the above mentioned optimizations, Gatekeeper also adds memory
prefetching for flow entries when periodically scanning over the flow hash table to remove

the expired ones.
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The main disadvantage of group prefetching is that when the processing of a packet fin-
ishes earlier than the final code stage, group prefetching just switches the processing from
the current packet to the next packet without initializing the processing for a new packet.
As a result, the number of code stages that group prefetching executes for all packets is
equal to the maximum number of code stages that a packet needs to go through, regard-
less of whether the other packets have finished. Moreover, the best prefetching distance
for each code stage can be quite different, how to tune the parameters to achieve the best
performance as a system still needs further exploration. Finally, group prefetching suffers
from control divergence issues [Kalia et al., 2015]], which is tricky to split the code into

different stages in a complex system.

4.5.4 Coroutines (Coro)

Coroutines are a valuable paradigm that enables programmers to do efficient context
switching in software, and thereby achieve these quantitative and qualitative improve-
ments: (1) improve applications’ performance through memory access latency hiding; and
(2) maintain high developer productivity, i.e., the programmers no longer need to change
the code structure, and they can add coroutines to existing code quickly and easily. Corou-
tines tend to bring extra overhead to applications as the applications need to keep a handler
for each coroutine. Coroutines are a good match for Gatekeeper because, as we have seen,
memory access is a frequent operation in Gatekeeper, and we anticipate the improvement
from memory access latency hiding to be significant, and we do not expect to encounter a
performance degradation in Gatekeeper due to the extra overhead.

To overcome the limitations of group prefetching, this section explores a coroutines-
based framework to help programmer hide memory access latency efficiently. Although
some programming languages (e.g., C#, Python, Scala, and Javascript) have recently
adopted coroutine-like await constructs, and C++ has merged the technical specification

for coroutines as a language feature [ISO/IEC, 2017], the C programming language still
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does not have direct support for coroutines within the language or their standard libraries.
As C language is the primary language used to implement Gatekeeper, we look for available
libraries for coroutines written in C.

Based on the control transfer mechanism, coroutines can be classified into two types:
symmetric and asymmetric coroutines. Symmetric coroutine facilities provide a single
control-transfer operation that allows coroutines to explicitly pass control among them-
selves and they operate at the same hierarchical level. Asymmetric coroutine mechanisms
provide two control-transfer operations: one for invoking a coroutine and one for suspend-
ing it, the latter returning control to the coroutine invoker. An asymmetric coroutine can be
regarded as subordinate to its caller [Moura and Ierusalimschy, 2009]. As the symmetric
coroutines minimize the switching overhead by transferring control directly to each other,
we choose a library (i.e., libcoro [Lehmann, 2018]]) for symmetric coroutines.

Algorithm [9] presents the pseudocode of the coroutines-based packet processing algo-
rithm in Gatekeeper servers. For the sake of presentation, it does not show the management
logic of the coroutines. Basically, this algorithm is similar to the basic packet processing
algorithm as shown in Algorithm [5} which processes a single packet. The difference is
that whenever Gatekeeper needs to access a specific memory address, it issues a memory
prefetch and then yields to the next coroutine. Each task for processing a packet is assigned
to a coroutine. Whenever the coroutine finishes the current task, it would accept a new task
for processing a new packet. In most cases, we can use the prefetch and yield function
f (addr, coro) (i.e., the last input parameter of Algorithm [9)) to switch from the current
coroutine to the next coroutine. This function simply takes the memory address (i.e., addr)
as well as the current coroutine (i.e., coro) as input parameters, issues a memory prefetch
by calling the DPDK function rte_prefetch_non_temporal (addr), as there is little lo-
cality among the packets over the batch, and finally yields to the next coroutine which

processes the next packet by calling yield_next (coro). Notice that the coro structure
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has the necessary information to schedule the next coroutine. Moreover, we use a sepa-

rate function prefetch_flow_entry () for prefetching the flow entry associated with the

packet (Lines 8 and 9). For the two main lookup functions (Lines 6 and 12), we kept the

original code structure and inserted prefetch and yield function only whenever there is an

expensive memory access.

Algorithm 9: Coroutines-based packet processing algorithm

e e N A N AW N -
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Input: A packet received from the NIC: pkt
Input: A flow hash table: flow_hash_table
Input: An LPM table: [pm_tbl

Input: A coroutine: coro

Input: A prefetch and yield function pointer: f

init flow /* IP flow placeholder for the packet */

init fe  /* flow entry placeholder for the packet */

init fib  /* FIB entry placeholder for the packet */

f(pkt, coro)

flow = extract_packet_info(pkt)

fe = hash_table_lookup_and_yield(flow_hash_table, flow, f, coro)
if fe /= null then

prefetch_flow_entry (fe)

yield_next(coro)

end

else

fib = 1pm_fib_lookup_and_yield(lpm_tbl, fe, f, coro)
fe = lookup_fe_from_lpm(flow, pkt, fib)

end

if fe /= null then

‘ process_flow_entry(fe, pkt)
end

The best number of coroutines needed by Gatekeeper can vary depending on the work-

load. We proposed an algorithm to dynamically change the number of coroutines. Basi-

cally, the algorithm collects the average number of cycles for processing the tasks over the

last batch of packets. When the workload changes, it changes the number of coroutines ac-

cordingly. Specifically, when it detects the last change does not bring any improvement, it
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goes back to the previous configuration, and changes the adjustment direction. Otherwise,
it adjusts the number of coroutines based on the current adjustment direction. Note that
each time the algorithm changes the number of coroutines by 1. Interested readers can find

our implementation from our Gatekeeper GitHub repository [Machado et al., 2020].

4.5.5 Optimizing SOL Enqueue

In the initial implementation of the priority queue in SOL, the core data structure carrying

a request packet is shown below:

struct priority_req {
/* Doubly-linked list node. */
struct list_head list;
/* The packet for this request. */
struct rte_mbuf *pkt;
/* The priority of this request. */

uint8_t priority;

Basically, each SOL instance uses a doubly-linked list to manage its priority queue.
The field 1ist in the above data structure allows SOL to manage it in the priority queue.
The pkt field points to the actual request packet, carried by an mbuf instance. Note that the
mbuf library in DPDK provides the ability to allocate and free buffers (mbufs) that may be
used by the DPDK application to store message buffers. A new request will be appended
to the end of the appropriate priority specified by priority field. Whenever Gatekeeper
tries to enqueue requests to the priority queue of SOL, it needs to allocate priority_req
entries. Instead of allocating the entries on-the-fly, we keep a static memory pool of the
priority_req entries in SOL by using DPDK’s mempool library. Whenever Gatekeeper

needs to enqueue entries, it first tries to obtain an entry from SOL’s memory pool, and fill
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up the fields accordingly. Under the worst case, all the incoming packets are requests, the
allocation operations have very high memory loads according to Linux perf profiling.

This optimization tries to remove the use of struct priority_req, and make the
packet itself carry all the necessary information so that Gatekeeper can simply use the lock-
less ring to transfer the requests to SOL directly. Fortunately, DPDK allows programmers
to embed private data (user data) in a given mbuf when creating a packet mbuf pool. Thus,
it uses the private data of the mbuf to carry the list information. Moreover, in mbuf, it has a
field udata64, which allows a mbuf to carry user data, so we use this field to carry the pri-
ority information. With this optimization, it removes the need for struct priority_req
as well as the mempool holding the entries.

To further improve Gatekeeper’s performance, instead of enqueuing one request packet
each function call, Gatekeeper enqueues a batch of request packets once after processing

all the packets in the batch.

4.5.6 Hash Tables

The flow hash table is on the critical path, because every packet needs to lookup the hash
table, and may need to insert a new flow entry into the table if the packet is a new request.
The current flow tables use the DPDK hash library implementation of Cuckoo hashing.
While this library provides Gatekeeper with a good starting point, it has some edge cases
that conflict with the way that Gatekeeper uses it. The two salient points are the following:
(1) DPDK hash tables have a key store that maintains a copy of all the keys present in the
tables. These keys are needed to ensure that a lookup does not confuse two entries with
identical hash values. The key store also eliminates the need for entries having a copy of
their keys. Nevertheless, when entries must have a copy of their keys, like flow entries in
Gatekeeper, the key store brings two disadvantages: (a) duplicate, wasted memory; and (b)
higher cache misses when doing entry lookup. (2) while DPDK hash tables have a fast

lookup, they struggle to add new entries when the table has high occupancy. Specifically,
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220 entries, that is,

as a flow key in Gatekeeper is 36 bytes, and assuming a flow table has
the key store takes 36MB of duplicate memory, which is larger than the typical CPU LLC
size. Moreover, one of the lasts steps of an entry lookup is to load the key being searched.
When the number of entries with the same hash value is small and the flow table is large, it
is better to load the entry instead of the key to minimize cache misses in the running core.
In Gatekeeper, we conducted extensive experiments, and the results show that less than 1%
of the buckets have entries with the same hash value. Finally, the insertion performance of
the flow hash table is critical for Gatekeeper during an attack that explores the keyspace.
A feasible solution to this problem must balance the faster lookup speed with the occu-
pancy of the table. To explore the trade-off between lookup speed and table occupancy, we
investigated six promising hash table algorithms: linear probing [Knuth, 1997], hopscotch
hashing [Herlihy et al., 2008], separate chaining (implemented as a linked list), double
hashing [Knuth, 1973]], quadratic probing and cuckoo hashing [Pagh and Rodler, 2001].

The experimental results as shown in the following section can guide us to redesign the

flow hash table in Gatekeeper to further improve its performance.

4.6 Experimental Results

In previous sections, we have discussed the design of Gatekeeper. Especially, we focused
on the packet processing in Gatekeeper as well as the optimization techniques to improve
its performance. This section provides experimental results on Gatekeeper and shows how

each of the proposed optimizations contributes to Gatekeeper’s performance.

4.6.1 Experimental Setup

Testbed Setup

We conduct experiments on a server equipped with two Intel Xeon E5-2690 V2 CPUs (10
cores, 25MB LLC, 3.00GHz). Figure -5| shows the topology of NIC ports and CPUs on
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Figure 4-5: Topology of NIC ports and CPUs.

our server. The two CPUs are connected via an Intel QuickPath Interconnect (QPI). With
Hyper-Threading enabled, we can effectively have 20 threads per CPU. The server has
two dual-port Intel 82599 [Intel, 2019b] 10GbE NICs, and runs 64-bit Ubuntu 16.04 LTS.
Assuming ports A and B belong to the same NIC, while ports C and D belong to another
NIC. Ports A and C are connected with each other, while ports B and D are connected.
Gatekeeper runs on port C as the front interface and port D as the back interface. We uses
DPDK’s NUMA-aware memory allocation with hugepages (see §2.3.2) enabled for all data
structures in its implementation. Specifically, we use 2MB pages.

To evaluate the effectiveness of each optimization technique, we run Gatekeeper’s
packet processing on a single lcore. To saturate that Icore, we launch 16 generators run-
ning on port A, so that the generated traffic will be sent to port C and further processed by
Gatekeeper. Each generator uses a Linux raw socket to generate minimum-sized 64 bytes

UDP packets with the same destination address and random source address. Note that after
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Figure 4-6: Performance improvement of optimizations.

Gatekeeper boots, the test script will add a policy to Gatekeeper’s policy table, so that the
traffic will have to request permission from Grantor. For each experiments, we collected
the statistics every 30 seconds, and get the average results over a period of 300 seconds
(i.e., average over 10 data points). For the detailed description of our experimental setup,

please refer to our wiki under the “Experimenting with Gatekeeper” section [Machado
et al., 2020].

4.6.2 Performance Evaluation on Testbed

Gatekeeper Performance

Figure[d-6]shows the performance improvement of the key optimizations as described in the
previous sections. The Y-axis is logscaled. In the experiment, we consider two flow hash
table sizes: 2'° and 2%°. As we can see, dropping new requests over the batch improves

Gatekeeper’s performance by 1.2 for the small hash table and 31.7x for the large hash
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table. Note that we see better result for the large hash table, this is due to two main reasons:
(1) the average number of buckets that Gatekeeper needs to iterate through when inserting a
new flow entry is larger for the large hash table; (2) the large hash table causes more cache
misses when doing table lookup.

The second optimization is group prefetching. Group prefetching improves Gate-
keeper’s performance by 1.4x and 2.6x for the two settings, respectively. Again, we
see better result for the large hash table because group prefetching can reduce more
cache misses for large hash table by hiding more memory access latency. Similarly,
the coroutines-based optimization improves Gatekeeper by 1.1x and 1.9x for the small
and large hash tables, respectively. Note that the coroutines-based optimization performs
a little bit worse than group prefetching, as in our experiments, almost all the packets will
go through all the stages to the final code stage, leaving little to no room for improve-
ment. However, the coroutines-based framework needs to maintain more state than group
prefetching.

The fourth optimization is to optimize the SOL enqueue by batching and designing
compact data structures. It improves Gatekeeper’s performance by 1.8 x and 1.5x for the
two settings, respectively.

Note that when having larger tables (e.g., table with 22> entries), the results are similar.
By applying all the optimization techniques, Gatekeeper’s performance was improved by

more than 90x compared to the vanilla baseline implementation.

Hash Table Performance

We evaluate the lookup speed of the above mentioned six hashing algorithms on a single
core using synthetic data set. The load factor of a hash table is the number of keys stored
in the hash table divided by the size of the hash table. We vary the load factor of the hash
tables from 0.1 to 0.9. Note that we run each set of experiments for 1000 times and get the

average lookup speed. Through the performance evaluation on various hashing algorithms
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Figure 4-7: Hash table lookup performance.

as shown in Figure 7] hopscotch hashing and chaining are good candidates.

Moreover, when considering the insertion speed as well, the separate chaining will be
better as it simply inserts the new item into the head of the linked list identified by the hash
value of the key. We would like to redesign the flow hash table in Gatekeeper and further

explore the trade-offs in the Gatekeeper system under a realistic workload.

4.7 Summary

In this chapter, we place our focus on improving the performance of Gatekeeper, the first
open-source and deployable DoS mitigation system. Gatekeeper is implemented based on
Intel’s DPDK, a set of libraries for high-speed packet I/O. We present a series of opti-
mization techniques, including group prefetching and coroutines, to improve Gatekeeper’s
performance. Compared with vanilla Gatekeeper implementation, we improve its perfor-

mance by a factor of more than 90x. These optimizations make Gatekeeper ready for the
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first deployment with a requirement of 10 Gbps throughput. Since the ultimate goal of
Gatekeeper is to achieve 100+ Gbps throughput on a single commodity server, and the flow
hash table is on the critical path, this thesis further conducted experiments on various hash-
ing algorithms to evaluate their performance. The results show that hopscotch hashing and
separate chaining outperform the others and are promising candidates for a new flow hash

table in Gatekeeper.



Chapter 5

Conclusions and Future Work

The previous chapters have introduced several acceleration techniques by taking advantage
of modern CPU features to improve the performance of software packet processing ap-
plications. Then, we dive into two concrete applications: IP lookup and DDoS mitigation.
Specifically, we proposed SAIL, a splitting approach to IP lookup, and a suite of algorithms
for IP lookup based on SAIL framework. Experimental results show that our SAIL algo-
rithms are much faster than the state-of-the-art IP lookup algorithms. We also presented
Gatekeeper, the first open source and deployable DDoS mitigation solution. With a series
of optimization techniques, we significantly improved packet processing performance of
Gatekeeper over the vanilla baseline implementation.

The remainder of this chapter concludes with our final remarks in and outlines

future work on both IP lookup and Gatekeeper in §5.2]

5.1 Conclusions

Driven by cloud computing, we have seen and continue to see the replacement of dedicated
hardware appliances with software-based solutions. With the end of Moore’s law, the per-
formance gain from a single CPU core will diminish over time. However, the network link
speed still grows rapidly. Therefore, we cannot solely rely on the performance improve-
ment of a single CPU core to deal with the ever-growing network link speed. Instead, we
have to find a viable path to achieve high-performance software packet processing. Over

the past few years, we have made consistent efforts to improve the performance of software
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packet processing in network applications. Through extensive practice, we gained a lot of
experience in this area. To achieve the highest potential performance for software packet
processing, we have to optimize the network applications in a holistic way. Below we
summarize five principles that generally guided the performance improvement of software
packet processing during our work.

First, design network applications by taking advantage of parallelism. Modern CPUs
typically have multiple cores, and modern NICs with advanced features (e.g., multi-queue
and RSS) allow developers to take advantage of the multi-core CPUs. Moreover, modern
NUMA platforms typically support multiple sockets (e.g., 2, 8, 32), and these platforms
can be easily scaled up to deal with the increasing workloads. Finally, to avoid the con-
tention among different CPU cores and better utilize the cache/memory locality, we should
carefully design the granularity (e.g., per-queue, per-NIC, per-CPU, per-socket, or global)
of the data structures.

Second, design new data structures by taking modern CPU features and applications’
workload into account. Modern CPUs have multiple levels of caches, and their cache sizes
are increasing. New data structures for fast packet processing should be compactly de-
signed to increase the CPU cache utilization as well as the effective memory bandwidth.
The principle behind our two dimensional splitting in our SAIL framework can be general-
ized to the design of new data structures. Specifically, when designing a new data structure,
we should always ask the key question: whether can we split the data structure into differ-
ent parts, so that it can optimally utilize the CPU cache hierarchy by placing some parts
into the caches? Modern CPUs also support advanced instructions, such as SIMD, to im-
prove the throughput of applications. For example, Poptrie uses the POPCNT instruction
in CPU to achieve high performance.

Moreover, from our experiments in Gatekeeper, we see that hash table plays an im-

portant role in Gatekeeper. It is also true for many other applications, such as network
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measurement and in-memory key value store. The workload can affect the performance of
hash tables significantly. Although the DPDK hash table library using cuckoo hashing has
broad applications, it does not work well under write-intensive workload. An ideal hash
table algorithm should meet with the following three challenging requirements at the same
time: high lookup speed, high insertion speed, and high table occupancy. We have done
some preliminary experiments to compare various hash table algorithms and would like to
see some future work on this topic.

Third, hide memory access latency in software. As the performance gap between CPU
and memory still remains large, there is a strong demand for optimization techniques to hide
memory access latency. Although many efforts tried to hide memory latency (see §2.4.2))
in hardware, they have limited effectiveness due to the hardware limit. An ideal solution
for software packet processing should achieve high performance while maintaining very
high developer productivity. We introduced the coroutines-based solution to the network
community, however, this solution is still in its early stages. In the future, we would like to
see more efforts from different communities, such as the network community and compiler
community, to make it a paradigm for high-performance software packet processing.

Fourth, think about NICs even when the processing is software-based. With the ad-
vancement of modern NICs, they support more and more on-board hardware resources
to offload packet processing tasks. For example, modern NICs typically have specialized
hardware for computation-intensive network functions, such as encryption/decryption, en-
capsulation/decapsulation, IP/UDP header checksum. As the hardware is fast enough to
execute these network functions for all packets. We should co-design the application and
NIC hardware, and offload these tasks to the NICs whenever the NICs support these of-
floading. Thus, the CPU cores can have more room to do other important tasks. We will
demonstrate our design choices on IP lookup as well as Gatekeeper by taking advantage of

SmartNICs in §5.2]
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Fifth, improve performance carefully guided by system profiling. Modern network ap-
plications typically have many components that run on a NUMA platform. Every part of
the system (e.g., PCle, memory bandwidth, cache misses, CPU cycles, context switches,
synchronization, communication, etc.) can potentially become the bottleneck. We have to
carefully improve the packet processing performance guided by system measurement using
profiling tools, such as Intel VTune Profiler [Intel, 2019¢|] and Linux perf [Linux, 2009].
We extensively used Linux perf to profile Gatekeeper system. Almost every optimization
technique that we came up was through careful system profiling. For example, we found
that the hash computation in flow hash table lookup initially dominated the CPU cycles,
then we realized that by taking advantage of the RSS hash value of the flows calculated by
the NICs can significantly reduce the CPU cycles. Many other optimizations that are not
covered in thesis, including NUMA-aware allocation, the appropriate locations to insert

memory prefetch instructions as well as the prefetching distance in group prefetching.

5.2 Future work

For SAIL, it currently can deal with multiple hundreds of gigabits per second network
traffic on a single CPU core using the lookup optimized version SAIL_L. Although its av-
erage update complexity is low, the worst case is unbounded. Ideally, we need to optimize
SAIL_L, so that it can have constant yet fast update speed as well. Moreover, it is desirable
to implement SAIL on SmartNICs, so that IP lookup can be done without involving the host
CPUs. For Gatekeeper, since its ultimate goal is to achieve 100+ Gbps throughput on a sin-
gle commodity server, we may have to offload some of its tasks to specialized hardware.
We discuss the future directions on how Gatekeeper can utilize ASIC-base SmartNICs to
achieve its goals. Also, we discuss several other optimization techniques to further improve

its packet processing performance.
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5.2.1 IP Lookup Optimizations

Updating Optimization for SAIL_L

A trie node with a next hop can be represented by, and replaced by its two child nodes with
the same next hop. Based on this regulation, leaf pushing [Srinivasan and Varghese, 1999]
pushes the internal nodes with next hops to leaf nodes, and there is no internal node with
next hops in the trie after leaf-pushing, thus the prefix overlap is eliminated. For example,
node A with next hop n,, can be pushed to A’s two child nodes with next hop n,. When A’s
next hop is updated, the two child nodes also need to be updated. Currently, SAIL_L needs
2 off-chip memory accesses for lookup in the worst case, however, its update complexity
is unbounded in the worst case. Although we have proposed an optimization alogrithm
(i.e., SAIL_U) to make a tradeoff between lookup and update, the lookup process needs 4
off-chip memory accesses in the worst case, twice as SAIL_L. A key question is: can we
achieve small constant on-chip memory usage, constant yet fast lookup speed, as well as
constant yet fast update speed at the same time? To meet these challenging requirements,
it is critical to avoid the domino effect in leaf pushing. We are working on a new algorithm

named virtual pushing to perform both fast lookup and fast update.

Offloading SAIL to SmartNICs

The on-board CPUs of SmartNICs become more and more powerful, and some of them
have cache sizes that are far more than 4 MB, which is the maximum cache size needed
by SAIL. Moreover, SmartNICs have enough DRAM to hold the necessary data structures
for SAIL (e.g., next hop arrays). As some SmartNICs support TCAM-style match-action
policies, SAIL can potentially use them to deal with prefixes with length longer than 24.
It would be interesting to explore the potential implementation choices for SAIL on these
SmartNICs and evaluate their performance. It is highly likely that SAIL could keep up with

the ever-growing link speed with only a small number of on-board CPU cores. If so, the IP
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lookup can be offloaded to these SmartNICs for better performance with lower cost.

5.2.2 Gatekeeper Optimization: Roadmap to 100+ Gbps Deployment

Gatekeeper Acceleration using SmartNICs

Inspired by the recent work on SmartNICs [Siracusano and Bifulco, 2017, |L1 et al., 2017,]Le
et al., 2017,|L1u et al., 2019a,[Moon et al., 2020], we can further improve the performance
of Gatekeeper to achieve 100+ Gbps throughput on a single commodity server by taking
advantage of SmartNICs. Recently, major network hardware vendors have released dif-
ferent SmartNIC products, in which a single port can deliver up to 100 Gbps throughput,
such as Mellanox BlueField [Mellanox, 2020], Netronome Agilio LX [Netronome, 2018]].
However, it is generally challenging to have a fully offloaded solution due to the limited
memory and computation capabilities of the current SmartNICs compared to current high-
performance servers.

To better co-design Gatekeeper and the SmartNICs, we need to investigate the key ques-
tion: which parts of Gatekeeper can be offloaded to the SmartNICs and which parts should
be processed by the host CPUs. For example, some SmartNICs have specific network ac-
celerators for fixed network functions (e.g., checksum, encryption/decryption, deep packet
inspection), we can offload these compute-intensive functions of Gatekeeper to the Smart-
NIC. Moreover, as the flow hash table management is on the critical path of Gatekeeper,
we can selectively offload part of its application logic to the SmartNIC. One feasible so-
lution is to offload the flows that either will be declined by Gatekeeper or will bypass
Gatekeeper to the ASIC-based data path. For example, the Netronome Agilio LX 100GbE
SmartNIC [Netronome, 2018]] supports flexible exact/wild card match-action policy of-
floads with up to 8 million flows on card. As some high-end SmartNICs have their own
on-board DRAM, and some may support eBPF [Fleming, 2017,/Cilium Authors, 2018]] of-
fload, we can come up a heuristic flow offloading algorithm to choose a number of flows

in other states to offload their processing to the SmartNIC. A Bloom filter can be designed
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to decide whether the flow should be processed by the SmartNIC or not. The Bloom filter
can easily support millions of flows while residing in the SmartNIC’s CPU cache for high
performance. Also, the hash values needed by the Bloom filter can be calculated using the
SmartNIC’s network accelerators.

Notice that many factors may affect the design of the heuristic flow offloading algo-
rithm. For example, (1) the communication overhead between the SmartNIC and its host
can affect the update speed of the flow tables in the SmartNIC [Miano et al., 2019]]; (2)
the CPU cache size, and the DRAM size, can limit the maximum number of flows that can
be offloaded to the SmartNIC; (3) the SmartNIC CPU configuration (e.g., the number of
CPU cores, frequency), and the communication overhead between the SmartNIC CPU and
its on-board DRAM, can limit the total percentage of the traffic that can be offloaded to
the SmartNIC; (4) the traffic workload can change rapidly, for instance, we may see more
request flows when under DDoS attacks. How to quickly adapt to the workload change
is also critical. With all these constraints in mind, we should first choose a few poten-
tial SmartNICs that are suitable for Gatekeeper, then characterize the performance metrics
(e.g., SmartNIC on-board DRAM access latency) of the SmartNICs that can affect the de-
sign of the flow offloading algorithm, and finally, design the flow offloading algorithm on
the chosen SmartNIC. With the rapid advancement of the SmartNIC on-board hardware re-
sources (e.g., Marvell OCTEON TX2 SoCs can scale up to 200 Gbps [Marvell, 2020]), we
expect to improve Gatekeeper’s performance significantly using SmartNICs, and we leave

the further exploration on this direction as future work.

Implementing SAIL for IP Lookup in Policy Table

The policy tables in both Gatekeeper and Grantor servers are implemented using DPDK’s
LPM library, which uses a variation of the DIR-24-8 algorithm. Through the evaluation in
the DXR paper [Zec et al., 2012]], we know that the throughput of DIR-24-8 flattens as the

number of parallel worker threads grows: the large amount of memory used causes frequent
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accesses to off-chip DRAM which saturates with parallel worker thread. To achieve 100+

Gbps throughput on a single server, we can use SAIL [Yang, 2014].

Generic Receive Offload (GRO)

GRO is an offloading technique that used to reassemble small packets into larger ones,
therefore, it can potentially reduce the per-packet processing overheads. This optimization
has the potential to save amount of CPU cycles, which is essential to achieve high speed

network processing.

Batching Packets for Lua Policy Lookups in Grantor

In our current implementation, Grantors ask the Lua policy for policy decisions one packet
at a time. Sophisticated policies can take advantage of the batched packets to perform
better. For example, policies that use LPM tables to classify addresses could batch lookups
of LPM tables. Another example is that when a number of packets over the batch have the
same signature (e.g., destination IP address) for policy decision lookup, Grantor only needs
to do one lookup for those packets instead of doing one lookup per packet, thus it avoids

the duplicate lookups.

Combining SAIL and SmartNICs to Accelerate Gatekeeper

Due to the hardware limitations of SmartNICs, we cannot offload the whole flow table to
SmartNICs. Compared to SmartNICs with several gigabytes of memory, the host can sup-
port terabytes of memory. Thus, most parts of the flow table will reside in the main mem-
ory. For the LPM policy table, SmartNICs potentially have enough resources to offload
it. I foresee once we have the SAIL algorithm in SmartNICs, we can completely offload
the LPM policy table lookup in Gatekeeper to SmartNICs. The saved CPU cycles on the
hosts can be used to process more packets (i.e., higher throughput). With SAIL offloading,

we can further split the work between SmartNICs and Gatekeeper hosts. Specifically, if an
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incoming packet needs to be either dropped or forwarded to the back network according to
the LPM policy on the packet’s destination IP address, then the packet will be processed by
SmartNICs directly. Otherwise, SmartNIC transfers the packet along with the hash value
as well as the LPM policy table lookup results to the host for further processing. There-
fore, the hosts only need to process flows under Gatekeeper’s protection. This optimization
is well aligned with all the suggestions we had before in this chapter, and can be used to
extend those suggestions.

After the LPM policy table lookup is removed from the packet processing on Gate-
keeper hosts, we can streamline the packet processing on the hosts for further optimization.
Specifically, for a request packet that has no existing flow entry associated with it in the
flow table, Gatekeeper currently needs to conduct one flow table lookup, one LPM policy
table lookup, and one flow table insertion. After removing the LPM table from the packet
processing on Gatekeeper hosts, Gatekeeper can use the hash value to look up the flow hash
table, and directly insert a new flow entry, initialized with the policy information (e.g., IP
address of the Grantor server), into the flow table. That is to say, we can get the lookup
and insertion at the same time for a request, so Gatekeeper avoids the second lookup into
the flow table. For a packet belonging to an established flow, Gatekeeper simply looks up
the flow table to find its associated flow entry, and then enforces policy on the flow without
the need for LPM policy table lookup. Therefore, the LPM table lookup on SmartNIC is
wasted in this case. A requirement is that SAIL in SmartNICs must be able to process
packets at line rate or higher. Otherwise, packet drops will happen. With the above opti-
mization, we would expect that the worst-case performance of Gatekeeper can be doubled,

although it brings extra overhead on SmartNICs for established flows.
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